
Management Advisory Services

Cyber Due Diligence

We are an experienced and trusted advisor and cybersecurity expert. In cyber 
consulting, the key is to highlight what the management needs to know about 
the cyber world, its current risks and their impacts for the business.

We support in combating threats, managing cyber risks and ensuring business 
continuity. We help develop comprehensive security, cybersecurity, internal 
security and partner risk management. Our working methods include for 
example theme presentations, memoranda, workshops and scenario work.

Cybersecurity due dili-
gence is a process that 
helps identify and assess 
cybersecurity-related 
risks that may affect, for 
example, a commercial 
agreement, investment, 
financing arrangement 
or the terms of a corpo-
rate acquisition. Cyber 
due diligence also serves 
as an essential tool in 
competitive bidding situ-
ations between contract-
ing parties.
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1.	 STARTING POINT
	 •	 Cyber matuCheckingrity
	 •	 Web analysis and attack surface 

analysis
	 •	 Operational environment analysis

2.	 ESTABLISHING OPERATIONS
	 •	 Cybersecurity Act measures & 

guidelines
	 •	 Risk management plan
	 •	 Cyber ​​policy paper
	 •	 Utilizing the expertise of partners: 

e.g. cybersecurity guidelines and 
vendor assessments

3.	 TRAINING FOR MANAGEMENT 
	 AND STAFF
	 •	 Producing information about 

cybersecurity through training 
while operations are ongoing

	 •	 Operational environment analysis: 
weekly and monthly review

	 •	 Scenario training with the customer

4. 	MONITORING
	 •	 Maintaining situational awareness 

through continuous monitoring 
and providing additional training 
as needed 

	 •	 Investigating the security of supply 
chains and conducting a risk 
analysis/web analysis

5. 	SUPPORTING DEVELOPMENT
	 •	 Management Consulting Services
	 •	 Supply Chain Auditing
	 •	 Background Investigations
	 •	 Cyber Due Diligence
	 •	 Annual scenario exercise on 

current cyber threats and how to 
prepare for them

6. 	CONTINUITY MANAGEMENT
	 •	 Continuity management
	 •	 Personnel training 
		  -> in the form of operational 
		  environment service recordings 

and/or according to wishes
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The Cyber ​​Due Diligence project is composed of 
a detailed web analysis and “audit process” related 
to cybersecurity, which includes, among others:
✔	 Assessment of the current state of cybersecurity and 
	 information security
✔	 Review of the cybersecurity level of third parties
✔	 Review of the history of information security breaches and 
potential cyberattacks

✔	 Review of the cybersecurity culture
✔	 The assessment of the level of cyber ​​hygiene and cyber­
security training arrangements

✔	 Responding to cybersecurity regulations and requirements
✔	 Cybersecurity and information security risk management
✔	 Integration of cybersecurity culture after a corporate acquisi­
tion (NIS2 compliance and coordination of internal policies)

Cyberwatch cybersecurity capacity building


