
>> Cybersecurity is Built by Small Actions and Management of Large Concepts

WHITEPAPER 2025

THE FUTURE CHALLENGES 
AND SOLUTIONS OF CRITICAL 
COMMUNICATION IN MODERN 
SOCIETIES



CONTENT

4 9

5 10

6

Introduction 3	 Information Operations Are 
	 Used to Support Cyberattacks

1	 Regulation Directs 
	 Development

4	 Future Communication 
	 Solutions as a Strategic 
	 Capability in a Global 
	 Context

	 4.1	The Need for Secondary 		
		  Systems

	 4.2	The Need for 				  
		  Customisability

	 4.3	The Need for 				  
		  Reliability

	 4.4	The Need for 				  
		  Security

	 4.5	The Effective 				  
		  Implementation 				 
		  of Regulation

2	 Key Lessons from the War 
	 in Ukraine and Recent 
	 Cyber Operations

11

11

13

14

14

2 | CYBERWATCH FINLAND



WHITEPAPER 2025

15 19

16

17

22

5	 Resilience and Supply 
	 Security

8	 Strengthening National 		
	 Resilience

6	 The Growing Importance 
	 of Cloud Technologies 
	 in Resilience Building

7	 The Role of Satellite 
	 Technologies

Sources

PUBLISHER	 Cyberwatch Oy
	 Nuijamiestentie 5 C
	 Helsinki, Finland

CONTENT	 CEO
	 Aapo Cederberg
	 aapo@cyberwatchfinland.fi

LAYOUT	 PuulaMedia / Mari Riepponen
ILLUSTRATIONS 	 AdobeStock
PRINT 	 Scanseri Oy, Helsinki

ISSN	 2490-0753 (print)
ISSN	 2490-0761 (web)

Cyberwatch  WHITEPAPER

CYBERWATCH FINLAND | 3 



4 | CYBERWATCH FINLAND

Introduction

Technology is developing at a faster 
pace than ever before, while the war 
in Ukraine and others elsewhere are 
morbidly highlighting the challenges 
that critical infrastructure faces in 
such difficult conditions. New reg-
ulation is trying to meet these chal-
lenges, especially in the EU, but 
often also imposes new ones in the 
process. A key part of critical infra-
structure is critical communication, 
the future of which is very complex, 
but that does not mean it cannot be 
prepared for. In fact, that is precisely 
what this white paper is aiming to do. 
There are lessons to be learned from 
the conflicts around the world and 
emerging technologies should be put 
to use based on them.

Data is a key element in both 
companies and critical services of 
a society. According to the EU Data 
Strategy, the possibility of wide-
spread access to and use of data is a 
key prerequisite for innovation and 
growth. The EU’s goal is a secure and 
dynamic data economy, in which the 
collection and utilisation of data are 
a key part of organisations’ opera-
tions. Most of the global added value 
is created through digital and tech-
nological innovations. The utilisation 

of data offers opportunities for value 
creation and productivity growth in 
all sectors of the economy. 

The data economy and data cen-
tres are closely linked. Data centres 
are essential for enabling the func-
tioning of the data economy, as they 
provide the infrastructure for storing 
and processing data. The importance 
of the data economy is emphasised 
by the fact that Prime Minister 
Orpo’s Government will commis-
sion a roadmap report on the data 
economy during the period 18 June 
– 31 October 2025. The Government 
aims to implement a broad, strate-
gic program on the data economy, 
with quantum computing, high-
speed wireless networks, health data, 

cyber security, artificial intelligence, 
and the promotion of the data econ-
omy and the availability of data for 
the use of artificial intelligence at its 
core. In this context, a secure com-
munication infrastructure plays a 
key role.

The third key driver of change 
is the use of artificial intelligence 
in networking. Artificial intelli-
gence can be used to outsource the 
understanding of people. Artificial 
intelligence and data can be used to 
develop intelligent advisors, teach-
ers, or assistants for users that can 
then help in complex decision-mak-
ing situations. Generative AI has 
already become a widely used tool 
in industry, public administration 
and people’s everyday lives. Artifi-
cial intelligence and machine learn-
ing have also become available to 
both cyber attackers and cyber 
defenders. In the ongoing transfor-
mation of data and telecommunica-
tions, the aim is to build a data- and 
network-centric operating concept 
that utilises artificial intelligence, 
which can be used to enhance deci-
sion-making at different levels of 
operations in both military and civil-
ian environments.

>>
The utilisation 
of data offers 
opportunities 

for value creation 
and productivity 

growth in all sectors 
of the economy. 



CYBERWATCH FINLAND | 5 

1	 Regulation Directs 
	 Development
When imagining the requirements 
for future products, it is best to start 
by looking at what they are right 
now. The logical first step is to check 
the legislation, in this case the NIS2 
directive and Finland’s recently 
passed cyber law that stems from it. 
The most relevant requirements for 
communication technologies include 
protection of communication net-
works and systems, separation of 
said systems from any outside envi-
ronments, access control and regu-
lar updates. Last but not least, the 
systems have to be usable in times 
of serious disturbances and unusual 
conditions as well. This calls for resil-
ience, both digital and physical.

There are several ways to approach 
the need for resilience. First and fore-
most, systems need to have backups 
in case of a failure. Secondly, repair-
ing them has to happen quickly. 
Dual-use systems are one way to ease 
this burden, since interchangeable 
components and personnel between 
civilian and military system mainte-
nance can greatly improve the speed 
at which systems can be repaired. It 
also allows the military systems to 
be scaled up during wartime quicker 
than what would otherwise be pos-
sible. Dual-use products are not 

without issues, namely the differing 
requirements of security when com-
paring traditional civilian and mil-
itary use cases, but developing such 
products does still provide a compet-
itive edge to any companies that wish 
to succeed in the current geopolitical 
environment.

What needs to be kept in mind, 
however, is the risk-based approach 
to such products. That is what the 
cyber law and the Critical Entities 
Resilience Directive call for, but 
it also is the key to understanding 
the security requirements of mili-
tary use cases. All data should not 
be processed on the same device, 
since gaining access to it would then 
instantly provide an attacker with 
everything. The security of a sys-
tem is only as strong as its weakest 
link, so segmenting and access con-
trol are essential for security. This 
is true for critical infrastructure as 
well, and separating systems from 
one another can be an effective way 
to prevent single threats from taking 
out entire capabilities.

The next step in the regulatory 
process is related to the Regulation 
of the European Parliament and 
Council on horizontal cybersecu-

rity requirements for products with 
digital elements. On the basis of this 
Cyber Resilience Act, the national 
implementation will be devised dur-
ing 2025. The Cyber Resilience Act 
is based on developments related to 
cyber security, in which devices and 
software are increasingly exposed to 
cyberattacks. The overall objective of 
the Cyber Resilience Act is to create 
the right conditions for the develop-
ment of secure products with a dig-
ital element, ensuring that there are 
fewer vulnerabilities in devices and 
software and that manufacturers 
take security considerations seri-
ously throughout the product life-
cycle.

Another goal is to increase visibil-
ity into the cybersecurity features of 
products for device users. The Cyber 
Resilience Regulation is directly 
applicable and does not include 
any national room for manoeuvre. 
Requirements for the use of cyber 
security certification systems and the 
authorities’ supervisory and notifica-
tion responsibilities can be set and 
defined nationally. The Act and its 
implementation create significant 
requirements for action for opera-
tors in the sector.
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2	 Key Lessons from the War 
	 in Ukraine and Recent Cyber 
	 Operations

The war in Ukraine has first and 
foremost shown us how diverse 
the methods employed in mod-
ern warfare are, and how quickly 
they can develop. At the start of the 
war Russia was attacking anything 
and everything, but since then the 
attacks in cyberspace have become 
more precise and targeted. Much 
more emphasis is placed on gath-
ering intelligence and tailoring the 
attacks for each target to achieve the 

best possible results. They are also 
more tightly connected to military 
and information operations than 
before.

Ukraine had already improved 
their cyber capabilites during the 
years leading up to the full-scale 
invasion of 2022. For example, auto-
mated process control systems and 
their corresponding cybersecurity 
mechanisms were deployed. These 
systems have successfully provided 

a high level of protection and func-
tionality under conditions of armed 
aggression. In addition, the larg-
est operators agreed on permit-
ting national roaming to ensure the 
resilience of networks. According 
to Ukrainian sources, another key 
aspect of a successful cyber defense 
is, perhaps a little ironically, the 
effective use of offensive cyber capa-
bilites. It seems that attack is the 
best defense in cyberspace as well. 
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The key ideas behind this thought 
are deterrence, pre-emptive strikes 
and effective retaliation. In an 
active state of war, deterrence takes 
a backseat, but especially pre-emp-
tive strikes are emphasized, since 
disrupting the enemy capabilities 
before they can stage more attacks 
is arguably the most effective form 
of defense.

The most vulnerable targets for 
Russian cyber-attacks have been 
different parts of Ukrainian crit-
ical infrastructure. Attacks have 
been going on for over a decade 
now, and new ones are constantly 
being conducted. The most effective 
operations have resulted in wide-
spread blackouts, complete shut-
down of communications networks 
and growing public distrust on both 
governmental institutions and pri-
vate companies alike. This high-
lights the immense importance of 
resilience in civilian infrastructure. 
Although not all attacks in the cyber 
domain are directed at civilians, 
they often provide easier targets 
due to more relaxed security meas-
ures. Russia has recently shifted 
their focus towards anything even 
indirectly connected to the theater 
of war, including attacks on service 
providers. These are aimed at main-
taining a low profile while sustain-
ing a presence in systems related to 
warfare and politics. Hackers are 
no longer merely exploiting ran-
dom vulnerabilities but are now 
deliberately targeting areas critical 
to the success and support of mili-
tary operations.

The success of hacker activity in the 
commercial sector is also explained 
by the fact that the Armed Forces of 
Ukraine increasingly assimilate and 
adapt commercial technologies for 
military use. This makes pre-emp-
tive cyber operations targeting such 
technologies a strategically prom-
ising direction for the adversary in 
the near future. In 2024, Ukraine 
handled over 3 million information 
security incidents. 4315 of these were 
confirmed as cyber operations. The 
growth from 2023 was almost 70 %.

The adoption of standard-
ized (unique) hardware and infra-
structure within organizations 
significantly enhances resilience and 
facilitates rapid recovery following 
cyber incidents. The importance of 
co-operation and support from the 
private sector, volunteers and espe-
cially partner states has been proven 
throughout the war in Ukraine. Rus-
sia as an adversary only understands 
power and the only way to affect its 
actions is projecting force in vari-
ous domains. Cyber is one of these, 
and projecting power in it is neces-
sary for both Ukraine and any nation 
targeted by Russia’s offensive opera-
tions. Because of the war, Russia and 
Ukraine are developing roughly 10 
times faster than non-warring states 
when it comes to cyberwarfare, 
so keeping track of developments 
within their conflict is the key to 
staying up-to-date on current cyber 
capabilities and trends.

The cyber domain has been pres-
ent in other conflicts as well. Paki-
stan and India used cyberattacks to 
compliment other operations dur-
ing their short clash this spring, 
and Israel and Iran have done the 
same in June. During the first con-
flict, Pakistan was very active in con-
ducting offensive cyber operations, 
with some sources claiming that over 
1,5 million attacks were launched 
against Indian targets. Pakistan 
proclaimed that their attacks were a 
massive success, the results suppos-

edly including a blackout in 70% of 
India. The wildest claims have later 
been proven to be false, but Paki-
stan successfully utilised them in 
their information operations before 
that. A clear parallel can be drawn 
to how Russia ties their information 
and cyber operations together. Most 
of the successful operations were 
just basic denial-of-service attacks 
targeting governmental and private 
sector websites in India. The retalia-
tory actions by India were very small, 
possibly indicating that the country 
does not have cyber capabilities that 
could directly compete with Paki-
stan.

As for Iran and Israel, it is a dif-
ferent story. Both countries have 
been investing in cyber capabili-
ties for years or even decades, and 
both are also supported by various 
non-governmental hacker groups. 
The amount of cyberattacks in Israel 
increased by almost a factor of ten 
after the air strikes started in Iran. 
Most of the attacks were once again 
relatively harmless denial-of-ser-
vice attacks or website defacements. 
An interesting aspect of the attacks 
is who is making them. Most of the 
attacks are coming from third par-
ties, such as pro-Palestinian groups 
or Islamist hackers.

It is very difficult to get any sort of 
accurate information about attacks 
on Iran, since the country essen-
tially shut itself off from the inter-
net fairly early on. It is an interesting 
strategy for avoiding attacks, but so 
far it is difficult to assess its effec-
tiveness. Before the shutdown, how-
ever, there was reportedly at least one 
major strike that was successful. An 
Israeli group managed to shut down 
most of Iran’s bank transfers. It is dif-
ficult to find out the actual scope of 
the disruptions, but many Iranian 
media outlets reported widespread 
currency disruptions and difficulties 
for citizens to access their accounts 
or withdraw money.

In war and conflicts, the role of 
intelligence is emphasised. For 
Ukraine, for example, intelligence is 
just as important as the material aid 
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it receives. Strategic intelligence pro-
vides Ukraine with a picture of Rus-
sia’s strategic-level objectives. At the 
operational and tactical level, intelli-
gence can be used to direct the oper-
ations of different services, including 
cyber operations. Performance in the 
intelligence environment requires 
mastery of the communications 
sector. The battlefield is filled with 
numerous systems and actors. Fight-
ers, weapon systems, manned and 
unmanned aircraft, land and sea 
vessels, and communication equip-
ment form a dynamic and networked 
entity.

In the United States, the impor-
tance of communication and data 
collaboration has been noticed. 
The purpose of the US Depart-
ment of Defense’s Combined Joint 
All-Domain Command and Con-
trol (CJADC2) concept is to com-
bine all the different 
resources of the 
battlefield (air, 
la nd ,  sea , 
space a nd 
cyber) into a 
single data-

driven, integrated and AI-supported 
network entity. The aim of the con-
cept is to improve situational aware-
ness on the battlefield, speed up and 
refine decision-making and enhance 
military operations by enabling 
seamless information sharing and 
communication between different 
actors and systems. This makes it 
possible to access information any-
where and anytime for quick deci-
sions. The concept also includes the 
integration of partners and allies.

The cyber dimension seems to ful-
fil a supporting role in kinetic con-
flicts worldwide, while also acting as 
a method of hybrid warfare. Recently 

it has above all else acted as a key 
component of information oper-

ations. When it comes to Russia, it 
seems that most cyber resources are 
directed against countries support-
ing Ukraine, rather than Ukraine 
itself. This can be explained by the 
ability to strike against Ukraine with 
kinetic means, which is not true of 
other targets in the West, although 
one could make a case for sabotage 
and the damaging of data cables in 
the Baltic Sea being kinetic opera-
tions. Just like within Ukraine itself, 
communication systems seem to be 
a priority target for Russian opera-
tions in nations supporting Ukraine 
as well. Cyberattacks will continue to 
have a significant role in hybrid war-
fare. Even if a ceasefire in Ukraine 
would come into effect, Russia would 
continue its cyber operations, 
which it tries to maintain 
below the threshold of 
traditional warfare. As 
such, national resil-
ience needs to 
be strengthened 
even further.

>>
Performance in 
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3 Information 
	 Operations Are 
	 Used to Support 
	 Cyberattacks

Civilians are better targets for 
information operations as well, and 
Russia has increasingly linked those 
to cyber-attacks, as seen in the most 
effective results of operations men-
tioned earlier. Russia’s information 
operations outside Ukraine have 
likewise been targeting civilian soci-
eties in an attempt to change public 
opinion towards narratives that Rus-
sia could better exploit. This includes 
interfering with democratic elections 
and political decisionmaking in the 
West, and some would even go as 
far as to say that Russia is practicing 
“election interference as a service.” 
This means that certain politicians 
are contacting Russians to ask for 
support in the form of information 
operations that would help them get 
elected.

Russia makes extensive use of 
artificial intelligence in its infor-
mation operations to produce end-
less content for social media and 
other similar platforms. Just two 
years after the publication of AI lan-
guage models, there have been cases 
of malicious actors using genera-
tive AI to mass-produce harmful 
and false narratives. Now, Russia’s 
obvious attempt is to contaminate 
AI chatbots with the propaganda it 
produces. Russian platforms spread 

lies by instructing AI models to 
mass-produce false narratives – for 
example, by using AI to create thou-
sands of articles containing disinfor-
mation and to publish them online.

A Prompt infection attack targets 
Large language models (LLMs) by 
inserting malicious or misleading 
text into inputs, causing the LLM 
to produce unintended or harm-
ful results. This method is used to 
manipulate and distort the operation 
of the LLM. Synthetic data content 
(e.g. deepfake videos) is increasing 
rapidly on various media platforms. 
It can consist of different types of 
content, such as images, videos, 
audio, and text. The technology used 
to create synthetic content is often 
trained on existing, real-world con-
tent found online. This means that 
it looks realistic and is very difficult 
to distinguish from genuine media 
content. In the hands of malicious 
actors synthetic content has a sig-
nificant impact on our information 
security.

The Russian-based Pravda net-
work is an important actor in the 
world of Russia’s hybrid warfare. The 
network consists of 182 unique inter-
net domains and subdomains target-
ing at least 74 countries and regions 

and 12 commonly spoken languages. 
It is estimated to produce more than 
3.6 million pro-Russian disinforma-
tion articles annually. As a result, 
search engines and LLM-based arti-
ficial intelligences (e.g. ChatGPT) 
thus repeat Russian propaganda. 

Russia is also using AI for recon-
naissance and exploitation in cyber 
operations. Despite the use of AI 
and other developments in technol-
ogy, human factor remains the most 
vulnerable link in the cybersecurity 
and managing vulnerabilities chain. 
Raising cyber awareness and main-
taining a high level of cyber hygiene 
among personnel remains essential. 
Phishing attacks, malware deploy-
ment, and the creation of botnets 
are among Russia’s leading tactics 
for information theft and disrup-
tion of information and communi-
cation systems at this stage of the 
conflict. Hackers are increasingly 
targeting messenger accounts to 
spread malware and launch phishing 
campaigns, aiming to compromise 
as many users as possible. Among a 
victim’s contacts, there may be high 
value targets whose messaging histo-
ries are of particular interest to the 
aggressor nation’s intelligence ser-
vices.
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4	 Future Communication Solutions 
	 as a Strategic Capability 
	 in a Global Context

The war in Ukraine has definitely taught 
a lot about the meaning of resilience 
and how current communication sys-
tems work in a wartime environment. 
But what about the future? To be able to 
have a vision of what the requirements 
and possibilities for communication will 
be in the coming years, it is not enough 
to just study the events that have already 
passed, or even the ones that are cur-
rently unfolding. Instead, it is possible 
to draw some conclusions on what the 
requirements for communication in the 
future might be by taking a look at what 
is and what is not working right now, as 
well as what kinds of possibilities emerg-
ing technologies will provide.
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4.1	The Need for Secondary Systems

First of all, the need for second-
ary systems is not going anywhere. 
In a conflict situation, whether it be 
kinetic or cyber in nature, eventu-
ally an attack will succeed in disa-
bling at least some parts of a system. 
When that happens, resilience steps 
in. It means there must be a backup 
solution while the primary one is 
being repaired or replaced, which 
also needs to be as easy and fast as 
possible. One of the best ways to 
achieve this are dual-use technolo-
gies. If something can be used both 
by the military and the civilian soci-
ety, that means there will be more of 
them around, making sure the logis-
tics chains are not stretched too 
thin. It can also provide an oppor-
tunity to transfer a system from civil-
ian to military use or the other way 
around and means parts from one 
can be used in the other. Regardless 
of whether the system is in civil-
ian or military use, it is important 
to remember that effective resilience 
requires personnel in addition to 
components to be close by, otherwise 
repairs cannot be completed quickly.

The rapid militarization and inte
gration of commercial technologies 

into military operations also intro-
duce new security challenges. Many 
dual-use systems, originally devel-
oped for civilian use, lack the resil-
ience and protection required for 
combat conditions. Especially resist-
ance to electronic warfare is impor-
tant. Ensuring proactive security 
assessments and adapting these tech-
nologies to military needs is essen-
tial. Going forward, it would be wise 
to prepare for this already during the 
development process. New prod-
ucts can be designed with dual-use 
in mind, especially if it is clear how 
they will be used in both contexts.

The use of secondary systems is 
emphasised in active war zones. 
Today, a zone about 40 kilometres 
deep from the front line has formed 
on the Ukrainian front, where 
devices using the electromagnetic 
spectrum can hardly be used due to 
interference and spoofing. In addi-
tion, electronic intelligence immedi-
ately pinpoints the location of radios, 
links, and other transmitters. That 
is why fibre optic drones have been 
developed, since they do not need 
radio or satellite connections for con-
trol. In this area of the front line, the 
transmitter parts of equipment are 
usually placed in bunkers. In addi-
tion, easy-to-use fibre optic connec-
tions and inexpensive field radios are 
needed for tactical-level communica-
tion. This is because radios are short-
lived in an environment of strong 
electronic warfare. At the same time, 
especially when looking at the war 
in Ukraine, it has become clear that 
civilian networks are widely used as 
backup systems in military opera-
tions. Another cost-efficient solu-
tion for a backup system for the new 
Virve 2.0 could be a network utilis-
ing a low-band spectrum.

4.2	The Need for Customisability
Systems need to be customisable for 
different use cases and targets. Since 
different users will obviously have 
different use cases for the product, 
it must be easy to adapt it to those 
needs. When developing a dual-use 
product from the ground up, this has 
to be kept in mind. Quite often it can 
mean that a system used primarily by 
the civilian society needs to have its 
security improved when it is trans-
ferred into military use. Network 
slicing can be a part of the solution 
for critical services – delivering pri-
ority service, lower latency and faster 
speeds. In network slicing, a section 

of the network is separated from the 
rest and made accessible for the client 
in question only,  making sure other 
network traffic has no impact on the 
connection of the client, kind of as if 
they were driving on their own pri-
vate road instead of the nearby high-
way full of traffic. The slicing could 
possibly be used to increase security 
as well, by cutting off the part of the 
network used by the military from 
its civilian counterpart, for example.

The Open Radio Access Network 
is an emerging technology that can 
be used to optimise the radio net-
work with the help of open interfaces 

and an advanced division model for 
radio network functions. For exam-
ple, some of the base station’s func-
tions can be transferred to the cloud 
so that it can distribute the availa-
ble radio capacity more efficiently 
to other base stations. The benefit 
is better compatibility of the inter-
nal interfaces of radio networks 
between different operators. The 
Open-RAN concept also enables 
the rapid construction of light radio 
networks, utilising the processing of 
network functions in cloud services 
and COTS components. The con-
cept would be useful in the dynam-
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ically changing combat situations of 
military operations. The open radio 
network concept will also be an 
important capability in terms of the 
6G environment.

Traditional RAN architectures pro-
vide a good foundation and level of 
performance that largely meet the 
needs of telecommunications. By 
integrating AI into the RAN archi-
tecture, the efficiency and level of 
automation of the system can be 
increased. AI-RAN can be used to 
optimize the use of radio resources 
and frequency management, as well 
as to enhance adaptation to dynam-
ically changing telecommunica-
tions and frequency conditions, thus 
improving the overall efficiency of 
the system.

The development of AI-RAN is 
tied to the development of edge com-
puting, cloud services and artificial 
intelligence. The real-time opera-
tions of the AI-RAN system place 
additional demands on the imple-
mentation and performance of AI 
algorithms due to resource and 
latency limitations, which can some-
what be mitigated by edge comput-

ing. It means performing some of the 
computation “at the edge”, in other 
words near the physical origin of the 
information, instead of in the cloud. 
It can help reduce the strain on net-
works and speed up processes, since 
less data is sent to a data center and 
back. Edge computing also provides 
various opportunities for cyber secu-
rity due to the multi-location nature 
of data.

In radio systems, the use of a 
wide range of frequency bands 
increases resilience. The HF radio 
system, which was previously con-
sidered to be narrowband and lim-
ited in its transmission capacity, is 
now being developed towards cog-
nition and broadband with the help 
of software-defined radio technol-
ogy. The system uses an embedded 
waveform architecture, in which 
all communication components are 
integrated into the same waveform 
software. By developing waveforms, 
the performance of HF radios can be 
improved and new possibilities for 
operation can be discovered.

A mesh system is a group of wire-
lessly connected devices that form 

a unified wireless network. In a 
mesh radio network, several radios 
work together as repeaters, form-
ing a network that can transmit 
large amounts of data over long 
distances. Each radio acts as both a 
transmitter and a receiver, and they 
use a routing protocol to transmit 
data over the best route. Mesh net-
works are flexible and scalable, and 
they provide redundancy, which 
means that if one radio is inoper-
able, data can still be transmitted 
through another radio. Mesh radio 
networks are useful in critical com-
munication situations where tradi-
tional forms of communication do 
not work.

At the tactical level, mobile net-
work solutions can be built to sup-
port the terminal devices of several 
hundred different operators and 
weapon systems in a selected area. 
Such on-premises network solutions 
provide their users with advanced 
edge computing capabilities, mesh 
network services, flexible frequency 
band management, and effective 
cybersecurity. If built right, local 
networks can be very flexible and 
quickly configurable.
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4.3	The Need for Reliability

A key requirement when it comes to 
communication is reliability. When 
looking at the war in Ukraine, dis-
ruption of communications has been 
a recurring theme during the con-
flict. Methods that would be more 
resistant to jamming and other 
forms of disruption could be real 
gamechangers on the battlefields 
of Ukraine and any future conflict 
areas. It does not even necessarily 
require an active state of war for jam-
ming to be a problem, as can be seen 
right now in South Karelia where 
Russia is disrupting mobile networks 
and GPS signals along the border.

There is also the question of 
possible AI-integration. AI-driven 
networks can enhance network effi-
ciency, reduce latency, and enable 
seamless connectivity across satel-
lite, aerial, and terrestrial networks. 
AI could enable many of the features 
that are needed to satisfy the afore-
mentioned requirements, whether it 
be greater security for dual-use tech-
nologies or intelligent methods for 
avoiding signal interference. Network 
architectures that comply with the lat-
est standards support the integration 
of artificial intelligence at the edges 

of the network close to the users who 
use them, whether they are devices 
or people. However, it is still unclear 
where exactly these solutions would 
be implemented and who would man-
age them, so there is plenty of work to 
be done before training and imple-
mentation can commence.

On of the most significant factors 
influencing the development of AI is 
quantum computing. That is because 
unlike normal computers, quantum 
computers can investigate all the 
possible solutions at the same time 
thanks to superposition and quan-
tum entanglement. Quantum com-
puters have a way to dramatically 
cut down the time it takes to solve 
the mathematical problems currently 
used to cypher communication from 
thousands of years to possibly all the 
way down to hours or even minutes. 
Suffice to say, the ability of quan-
tum computers to fairly easily break 
nearly every type of encryption 
method currently in use has huge 
implications for cybersecurity.

According to the National Emer-
gency Supply Agency, organisa-
tions should make a roadmap for 

the upgrade to quantum-proof sys-
tems, with all critical systems being 
updated by 2030. Perhaps the best 
possible way to prepare for this is 
to look for “crypto-agile” systems—
ones where switching from one form 
of encryption to another is easy. This 
way it will be much easier to keep up 
with the undoubtedly rapid updates 
to quantum-resistant encryption 
methods. Quantum computing can 
be a major gamechanger in positive 
ways as well, with things like logistics 
optimisation becoming much easier 
than now. The impact on AI will like-
wise be revolutionary.
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4.4	The Need for Security

Regarding the impact of quantum 
computing, but for other reasons as 
well, another requirement for future 
communications systems will be the 
ability to divide information into dif-
ferent categories of protection, for 
example into public, confidential and 
secret. Those could easily represent 
civilian, critical infrastructure and 
military actors and their require-
ments for communication security. 
It might not be necessary for civil-
ian communication to be protected 
against quantum threats as early on 
as military or critical infrastructure, 
since these two are more likely to be 
targeted by hostile actors with early 
quantum capabilities. The require-
ments for security are different in 
other aspects as well, so it is some-
thing to keep in mind when design-
ing dual-use systems.

That said, it is important to 
remember that functional commu-
nication systems are important for 
all three groups. While the mili-
tary needs them for their command 
structure both during peace and 

wartime, as do people working on 
critical infrastructure, one should 
not forget about the civilian popu-
lation either, since for them commu-
nication systems enable a variety of 
things ranging from payment ser-
vices to staying in contact with loved 
ones. Disruptions in communica-
tions can have a profound impact 
on cognitive resilience.

At the organizational (company) 
level, it is crucial to implement 
robust network segmentation and 
ensure the proper distribution and 
functioning of internal services, 
including cybersecurity systems. 
In segmentation, networks with dif-
ferent security levels can be distin-
guished from each other with the 
help of telecommunications tech-
nologies. Segmentation is done on 
both a physical and logical level. 
Physical segmentation can be imple-
mented with optical fibres that are 
separated from each other. Logical 
separation can be done with net-
work virtualisation. In cooperation 
between the authorities, attention 
must be paid to carefully defined 
security classifications and classi-
fication criteria defined for imple-
mentation, so that reliable gateway 
solutions that meet the security clas-
sifications can be built between the 
networks.

Today, companies’ offices, data 
centers and cloud services are mainly 
connected by SD-WAN (Software 
Defined Wide Area Network) tech-

nology, which uses software-based 
network technology, such as data 
transfer over the Internet through 
overlapping encrypted tunnels. It 
enables secure inter-site commu-
nication by encrypting all traffic 
between network edge devices and 
points. SD-WAN enables centralised 
network management.

Blockchain technology can also act 
as a security-enhancing element in 
communication networks. In block-
chain technology, actors who are 
strangers to each other can jointly 
produce and maintain databases in 
a decentralized manner. Technol-
ogy allows chain members to trust 
each other, even if they don’t know 
each other. Blockchain increases 
trust when a database is maintained 
without a separate actor to man-
age it. Every actor in the network 
has access to see the contents of the 
blockchain, and every transaction is 
verifiably and securely stored on the 
blockchain. In addition, the informa-
tion is also traceable. Another advan-
tage of using blockchains is that the 
database is distributed in several dif-
ferent places at the same time, which 
makes it difficult to forge. To achieve 
consensus, a consensus algorithm is 
formed for different uses. Blockchain 
technology can improve the manage-
ment of society’s critical information 
resources (e.g. Kela, Digital and Pop-
ulation Data Services Agency) and to 
prevent cyberattacks based on data 
manipulation.

4.5	The Effective Implementation of Regulation

Finally, it is important to mention 
regulation and legislation as well. 
The NIS2 directive enforces actors 
that are considered to be part of 
critical infrastructure to fulfil cer-
tain criteria relating to cybersecu-
rity, which obviously means that 

those criteria need to be kept in mind 
when designing communication 
systems of the future. The directive 
calls for secure systems, access con-
trol, separation from other systems 
and regular updates. The actor also 
needs to be able to continue operat-

ing throughout serious disturbances 
and unusual conditions. One should 
also keep an eye on the application of 
the CER Directive, which needs to 
happen nationally by July 2026, and 
imposes further responsibilities on 
actors affected by it.
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5	 Resilience and Supply Security
Resilience is not limited to just 
physical infrastructure either. The 
importance of digital resilience is 
still often overlooked, but in a mod-
ern digitised society it is a crucial 
part of security. The aim of digital 
resilience is to have the ability to 
maintain operations in exceptional 
conditions with minimal effort. In 
an ideal situation, this capability is 
already included into the system dur-
ing the design phase. If the system 
already exists, it is important to iden-
tify the most critical parts for conti-
nuity of service and how the system 
reacts to disturbances. If the system 
is critical, and it does not stay oper-
ational during a disruption, it needs 
to be improved. Especially so-called 

single point failures cannot be left 
unchecked. They are situations where 
one failing component takes down 
the entire system. The support of reli-
able vendors and a well-funtioning 
supply chain are critical.

One key aspect worth consider-
ing is the physical location of the 
system’s critical components, such 
as servers and archives. If they are 
located in the  same country as the 
service, the system can remain oper-
ational even during loss of connec-
tion to other countries. If, on the 
other hand, the critical services are, 
for example, in a foreign cloud ser-
vice, an interruption in the connec-
tion has the potential to completely 
disable the entire system. This is also 

true in case just one critical service 
is unavailable. For this reason, it is 
also important not to rely on a sin-
gle service provider for everything, 
since a disruption of their services 
would then result in the collapse of 
the entire system.
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6	 The Growing Importance 
	 of Cloud Technologies
	 in Resilience Building
There is an increasing global trans-
formation away from local oper-
ators and towards cloud services. 
Because of that, almost anyone can 
soon build up their own mobile net-
work. There are also certain risks in 
becoming more reliant on so-called 
hyperscalers, such as Google, Ama-
zon Web Services and Microsoft. As 
recently seen with Microsoft block-
ing access to its products from cer-
tain ICC members due to sanctions 
from President Trump, American 
products are not completely failsafe 
in case of political escalation. Cloud 
services are not immune to it, so ser-
vice providers need to be carefully 
evaluated. Legislation in Finland also 
specifically limits such reliances, so 
regular operators are definitely going 

to be playing a role in the future as 
well. That said, competition with 
hyperscalers is going to be very hard, 
so the operators are going to be fac-
ing many challenges going forward.

Cloud technologies could improve 
resilience and allow for more dual-
use items to be easily integrated into 
defense solutions, with tactical edge 
computing further improving resil-
ience and making sure connections 
are not overloaded. Thus cloud ser-
vices could be one part in a solution 
for developing more f lexible sys-
tems and structures. The scalabil-
ity of cloud networks could enable 
unprecedented situational aware-
ness, support for autonomous sys-
tems, realtime target tracking and 
more powerful simulation tools.

This, however, requires adjust-
ments in both attitudes towards 
cloud integration and operating 
models when adopting it. Separat-
ing the system used by the military 
completely from any other systems 
might be a key requirement. It would 
still require a very thorough process 
of auditing for both the initial sys-
tems and also any further devices 
that would be connected to the cloud, 
including possible dual-use systems. 
That said, not everything can be 
solved by cloud services. Even with 
a completely separate cloud system, 
security will be a big concern, and 
secret data might be best kept out of 
the cloud completely. Therefore the 
need for more traditional communi-
cation solutions remains.
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7	 The Role of Satellite 
	 Technologies
Another key communications tech-
nology is the use of satellites, which 
has seen explosive growth in the past 
couple of years. Major and minor sat-
ellite communication actors are join-
ing forces to offer full-services to their 
customers. Given the new geopolitic 
circumstances, where concepts such 
as redundancy (the existance of aux-
iliary systems to ensure functional-
ity of systems during disturbances), 
resilience, multi-orbit, multi-band 
and communications security are 
becoming hot topics, plus the tech-
nological advances being made in AI, 
geospatial intelligence and more, it 
becomes a strategic advantage to be 
able to offer a wider range of services 
to one’s customers, especially when it 
comes to dual-use systems.

Many satellite communications 
and telecommunications companies 
are focusing on the direct-to-cell 
connection in a vision to offer seam-
less connectivity to their customer 
base. Right now, there are two main 

tracks that are being developed: run-
ning the network on the mobile oper-
ator spectrum through “cell-towers 
in space” and partnerships with Tel-
ecom operators – this is what organ-
izations like Starlink, Lynk Global or 
AST SpaceMobile are building at the 
moment. One key advantage to this 
solution is that today’s smartphones 
are already tuned into these terres-
trial radiowaves, which means there 
is no need to wait for a new genera-
tion of mobile phones for this tech-
nology to be usable.

The other option is the development 
of separate direct-to-phone constel-
lations running on the mobile satel-
lite spectrum (mainly L-band) with 
companies such as Iridium, Glo-
balStar or Ligado and Omnispace 
being the ones who have reached 
furthest for now. By using a spec-
trum that is already authorized to 
be beamed from space to the ground 
brings down the time to commercial 

launch as no extra authorizations or 
partnerships are technically needed. 
However, this relies on consumers 
using recent mobile phones with 
next-generation chips. When look-
ing into the future, this seems like 
the likelier option in the long term, 
since the introduction of new devices 
will not be a problem. As far as dual-
use is considered, this also seems to 
be the likelier option to better sepa-
rate military communication from 
standard mobile phones.

At the forefront of this change 
is the emergence of non-terrestrial 
networks (NTNs)—networks that 
completely circumvent conven-
tional ground infrastructure. These 
days, satellite organizations supply 
high-speed access to even the most 
remote and underserved regions of 
the world by providing connectivity 
from space. This has already been 
proven critical to Ukraine’s military 
command structure, and it does not 
take a lot of imagination to picture 
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how important NTNs are in areas 
where critical infrastructure on the 
ground has been partially or com-
pletely destroyed.

Suffice to say, NTNs are going 
to become an almost mandatory 
backup system for both civilian and 
military communication during cri-
ses in the future. Satellite-based solu-
tions could also be the best possible 
backup system for the communica-
tion of Finnish authorities, since a 
traditional radio network is much 
easier to destroy—especially if the 
network infrastructure is located 
close to other critical infrastruc-
ture. The Finnish Defence Forces is 
already investing into space tech-
nology during the coming years, so 
communication systems could be a 
part of this development.

Satellite systems provide the pos-
sibility of delivering high-speed, 
low-latency internet and data ser-
vices in locations that are far beyond 
the reach of terrestrial infrastruc-
ture, including open waterways, 
rural villages, mountains, and dis-
aster areas, including conflict zones. 
Satellite operators are creating relia-
ble, scalable, and borderless systems 
that eliminate the need for ground 
infrastructure, enabling everything 
from national logistics to emer-
gency response. NTNs provide con-
nectivity from above, as opposed 
to conventional ground-based net-

works, which necessitate high-den-
sity ground infrastructure and 
are either costly or impractical to 
deploy in remote or hostile areas. It 
puts them in a prime position to help 
underserved communities across all 
political and geographic borders. 
In addition, NTN networks enable 
satellites and High Altitude Plat-
form Stations (HAPS), such as sta-
tions deployed on aerial vehicles to 
operate in parallel with ground sta-
tion networks. HAPS solutions could 
support a fixed broadband for end 
users and act as a transmission link 
between mobile networks and the 
fixed network.

Redundancy and mesh routing 
features are built into satellite con-
stellations to improve network resil-
ience and reduce single points of 
failure. Constellations are expand-
ing coverage and propelling the tran-
sition to adaptive network designs 
when paired with AI-based traf-
fic routing and autonomous aircraft 
operations. It is quite clear to see 
how current technology trends have 
the potential to form a positive feed-
back loop: quantum computing will 
boost AI capabilities, which in turn 
will speed up research on all aspects, 
facilitated by satellite communica-
tions, edge computing and cloud 
services expanding the reach of net-
works to everywhere on Earth. That 
said, traditional ground-based infra-
structure will still have an important 

role as well, since it has some advan-
tages over satellite-based solutions. 
Satellites will be primarily used in 
secluded areas and as a backup meas-
ure in case the terrestrial infrastruc-
ture is compromised.

Satellite positioning is a key part 
of the functioning of society and 
the warfare of today. GNSS (Global 
Navigation Satellite System) provides 
users with positioning, navigation, 
timing, and PNT (positioning, navi-
gation and timing) services. The jam-
ming and spoofing of GNSS systems 
in the Russia-Ukraine war show the 
vulnerability of the system and also 
how far-reaching its effects can be. 
GNSS anti-jamming systems work 
by detecting, mitigating, and in 
some cases completely neutraliz-
ing the effects of jamming signals, 
ensuring the reliability and accuracy 
of GNSS-based services. These ser-
vices are critical, especially in envi-
ronments where reliable navigation 
and positioning are crucial, such as 
military operations, aviation, mari-
time navigation, autonomous vehi-
cles, and critical infrastructure. By 
using a variety of methods, such 
as antenna arrays, advanced signal 
processing algorithms, and adaptive 
filtering, GNSS anti-interference sys-
tems can help protect against poten-
tial threats from interference and 
maintain the continuous availabil-
ity of GNSS services.
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8	 Strengthening
	 National Resilience
When combining the lessons 
learned from Ukraine and elsewhere 
with the possibilities of emerging 
technology, it is possible to deduce 
solutions for the future challenges of 
critical communication in modern 
societies. Perhaps the most impor-
tant requirement of any future criti-
cal infrastructure is resilience, both 
digital and physical. Especially based 
on the experiences from the war 
in Ukraine, that resilience should 
include resistance to electronic war-
fare operations.

Systems need to be well protected 
of course, but a fool-proof system 
does not exist. When something 

eventually does go wrong, there need 
to be backup systems available, and 
the repair or replacement of the orig-
inal has to happen quickly. The way 
to facilitate this is through ensuring 
components and personnel are close 
enough to enable a quick response. 
Dual-use systems are one way to 
achieve this, since the expertise of 
personnel and interchangeable com-
ponents can then be borrowed from 
civilian systems to military ones and 
the other way around. An example 
of the problems caused by the lack 
of backup systems is the impact of 
Russia’s GPS jamming on air traffic. 
Some airports no longer have backup 

systems, and if the GPS does not 
work, a flight has to be interrupted, 
as has happened in Finland and Esto-
nia. In Finland, replacement systems 
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and radar services have been intro-
duced for approaching aircraft.

Dual-use systems do provide chal-
lenges too. Ensuring sufficient 
security for military use of civil-
ian products is the most prominent 
one. Testing the systems and prac-
ticing with them can also prove to 
be more challenging than what it 
would be with strictly military sys-
tems, but fortunately Finland has 
a long history of close co-opera-
tion between the military and other 
parts of the society. Co-operation 
between the private and public sec-
tors must be seamless, and concepts 
that have been proven to work, such 
as national roaming in Ukraine, 
should be prepared in advance to 
enable quick reactions. Unneces-
sary political obstacles for resilience 

should also be removed when estab-
lishing trusted partnerships with 
companies. Only through the com-
mon multi-actor-model of compa-
nies and the public sector can digital 
sovereignty be ensured at all times.

Of the technologies that are 
already available, satellite and cloud 
systems are perhaps the most prev-
alent when imagining solutions to 
the aforementioned requirements. 
Cloud systems can provide the abil-
ity to dynamically and cost-effec-
tively connect different parts of an 
organisation to each other, with 
almost unlimited scalability while 
also retaining the ability to separate 
different sections from each other. 
When combined with AI develop-
ments, the possibilities are almost 
endless ranging from support for 
autonomous systems to real-time tar-

get tracking. Cloud systems are like-
wise an efficient way to boost physical 
resilience, since damaged infrastruc-
ture in one location will not neces-
sarily mean loss of access to services, 
especially when combined with sat-
ellite-based connections. NTNs can 
be utilised to ensure network con-
nections are always available every-
where, regardless of the state of 
terrestrial infrastructure. They can 
also become a fairly efficient solu-
tion for providing communications 
to desolate areas that are still lacking 
ground-based networks.

Besides just cloud solutions, AI 
will likely revolutionise many other 
fields as well. This is especially true 
once quantum computing devel-
ops to a stage where it can be used 
to power AI. Judging by public esti-
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mates, that is likely to happen within 
the next five or so years. Therefore, 
comprehensive systems thinking is 
needed when building a resilient 
national communication system. In 
”System of systems” thinking, enti-
ties consisting of several intercon-
nected systems are perceived. The 
approach does not only look at indi-
vidual subsystems, but also at their 
interactions and synergies in order 
to understand how the entire system 
works and to develop new, more effi-
cient solutions.

The f lexible and multi-layered 
use of several communication tech-
nologies is essential. Society’s criti-
cal information infrastructure must 
be built on the shared network-like 
use of fixed, mobile and satellite 
technologies. Fibre-optic connec-
tions can provide high transmission 
speeds (100 Tbps for commercial sys-
tems, over 400 Tbps for research lab-
oratories) and should be seamlessly 
connected to 5G networks. The lat-
est optical fibre technology includes 
methods based on quantum mechan-
ics that ensure safe data transfer. In 
addition, AI analytics and automa-
tion will be integrated into fibre 
networks to improve network per-
formance, optimize bandwidth, and 
enhance fault detection. The role of 
fibre optic cable assemblies in auto-
mation will grow together with wire-
less systems. It is required in factories 
and warehouses where robotics and 
autonomous production methods are 
introduced. Wired and wireless sys-
tems increase redundancy and sys-
tem resilience.

Future systems need to be highly 
customisable as well, because the 
operational environment is in a con-
stant state of change. This is perhaps 
observed best in Ukraine, where the 
development cycle of drones is get-
ting quicker and quicker. Promi-
nent trends in technology, such as 
AI, 5G/6G, satellites, cloud services 
or quantum computing, are going 
to provide unique opportunities 
and challenges for communications 
systems. It is therefore imperative 
to pay attention to the development 

of these key capabilities in the near 
future. Being able to adapt systems 
already in use for new innovations 
and use cases is a massive bene-
fit both financially and in terms of 
time when compared to the prospect 
of acquiring completely new hard-
ware and software every time a new 
capability is developed. It will also 
make dual-use systems more appeal-
ing, if they can be tweaked to better 
suit military use cases when used by 
the military, and civilian ones when 
in civilian use.

Data is at the heart of opera-
tions of national critical infrastruc-
ture. In the data economy, different 
actors (citizens, companies and pub-
lic organisations) work in a common 
environment to ensure the transfer 
and usability of data and utilise data 
to create new innovations and ser-
vices. Data transfers between actors 
are a key part of communication and 
the operation of digital systems. Crit-
ical infrastructure operators must 
build a networked, cyber-secure 
entity that uses alternative forms of 
data transfer and advanced technol-
ogies to achieve the necessary resil-
ience at different levels of operations. 
At the same time, the effective imple-
mentation of data-related regulation 
must be ensured.
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