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Decarbonising and diversifying energy production is 
challenging established cybersecurity governance mod-
els built for a centralised grid. The core governance ques-
tion is how compliance with cybersecurity obligations can 
be assigned, verified, and enforced across a population of 
distributed energy actors radically more diverse than the 
population for which existing regimes were built.

The sector’s structure is changing faster than its gov-
ernance. Distributed energy resources have moved from 
marginal to structural, with cumulative worldwide 
installed photovoltaic capacity passing 2,260 GW by the 
end of 2024 and a further estimated 510 GW added in 
2025, shifting control of the electricity system from a 
small number of large, regulated facilities to millions of 
consumer-owned, software-controlled devices. The threat 
record has kept pace as energy has been the second most 
targeted sector in politically motivated cyber operations 
during geopolitical conflict. Most likely the first demon-
strated cyber-to-physical effects on European energy 
infrastructure took place in 2025: the remote seizure 
of a Norwegian hydropower dam’s operational controls 
and a thwarted coordinated operation against distrib-
uted energy assets across more than thirty Polish sites.

Our analysis of American, Asian, African, European 
and Pacific practices, assessed against a four-pillar com-
pliance framework derived from IEC 62443, NIST CSF 
2.0, and the CISA Cross-Sector Cybersecurity Perfor-
mance Goals 2.0, finds that governance intent is broadly 
shared but implementation capacity is not. The distrib-
uted energy resources (DER) layer is the most consistently 
under-governed segment in every case examined: regu-
latory attention remains concentrated on bulk transmis-
sion and generation, while the fastest-growing part of the 
system carries fragmented scope definitions, inconsist-
ent incident reporting, thin supply-chain transparency, 
and a visibility gap when system operators cannot ade-

quately see connected devices they also cannot defend. The 
DER aggregator tier is the most consistent gap across all 
regions since no jurisdiction has made aggregator and vir-
tual power plant compliance a condition of market access, 
even though the aggregator is the pivotal compliance node 
between the individual device and the grid operator.

What differs across regions, and differs enough to 
shape the recommendations, is not the desirability of 
cybersecurity baselines but four conditions that deter-
mine whether baselines can be enforced and sustained: 
enforcement capacity; institutional trust and public-pri-
vate coordination; the maturity of distribution- and DER-
level oversight; and the availability of financing and a 
specialised workforce. Technical baselines are universal. 
The governance architecture needed to enforce them is 
regionally contingent and must be adapted accordingly.

The accountability mechanisms that work across all 
regions share the design feature of market access condi-
tioned on compliance rather than retrospective penalty 
after an incident. Chile’s fining powers, Australia’s licence 
conditions, and the EU’s supervisory sanctions all oper-
ate on this logic. The jurisdictions that have advanced 
furthest have made the same political choice, and it is 
available to others. Effective governance combines a com-
mon technical floor with regionally adapted enforcement 
architecture, and unavoidably with politics.

The report’s recommendations are organised as four 
strategic tasks, each with a stated goal, lines of action, and 
implementation measures. Each line of action is marked 
[Universal], where it applies in essentially the same form 
everywhere, or [Regional], where it must be adapted to 
local political ambitions, implementation capacity, insti-
tutional trust, or resourcing. More governance, or govern-
ance described as more mature, does not automatically 
produce improved resilience and security; thoughtful and 
relevant governance does.

Executive Summary

1	 Introduction
Energy and electricity systems are becoming more dis-
tributed, more software-dependent, and less centrally 
controlled as they decarbonise. The reliability of the 
energy system and the security of its diversifying dig-
ital layer are fundamentally aligned. Similarly inter-
twined are cybersecurity and wider societal and national 
concerns. Indeed, cyber-attacks are intentional and 
effect-seeking acts directed at producing a specific oper-
ational, financial, and often ultimately political outcome 
in a target system. The intentional and dynamic charac-
ter of cyber-attacks makes governance a necessary com-
plement to engineering-focused management. 

This report analyses how cybersecurity governance 
in the energy sector should be designed, organised, and 
enforced. In particular, we focus on how compliance with 
cybersecurity obligations can be structured for a distrib-

uted energy sector whose actors are radically more diverse 
than those for which existing governance regimes were 
built. The report is intended as food-for-thought for public 
policy planners and energy sector administrators rather 
than a prescriptive blueprint. Its value lies in the ques-
tions it raises and the analytical structure it offers, not in 
any claim to a universal answer.

Accordingly, we approach energy-sector and DER cyber-
security as a governance question: who sets requirements, 
who enforces them, and how authority and capacity are 
distributed across institutions and regions, rather than as 
a technical question of which control, protocol, or archi-
tecture to deploy. The technical standards of energy resil-
ience seem relatively well settled and widely documented: 
international and professional standards already specify 
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what secure-by-design, zero-trust, and supply-chain-ver-
ified energy infrastructure looks like. What those stand-
ards do not resolve is who is responsible for requiring, 
financing, and enforcing them, and how that responsi-
bility should differ, if at all, between a jurisdiction with 
a mature regulator and one still building basic institu-
tional capacity. 

Governance concerns the rules and principles of an 
order and how power is organised within a system (that 
system being an entity or a policy area). Organised gov-
ernance helps to align different, individually legitimate 
demands and domains so that they support the effective 
production of collective value. The principles of govern-
ance are common to all levels and sectors, but individ-
ualised approaches and implementation are a necessity. 
National and regional political ambitions, resources and 
approaches to energy-sector cybersecurity governance 
differ substantially. This objective reality challenges the 
presumption of universal, region-neutral governance 
solution. 

Governance should further be distinguished from man-
agement: the two are inseparable but distinct. Whereas 
governance includes ideational aspects, a management 
systemic and organisational ones. Paraphrasing Kant,  
management system without the ideals of governance is 
blind, and governance without a systemic-organisational 
appearance remains empty. We therefore presume that 
energy and DER governance cannot fundamentally differ 
from the governance of other public policy areas. 

As governance practices oscillate between enforce-
ment of rules, performance-based indicators, voluntary 
approaches, and multi-stakeholder contributions, the 
strategies proposed in this report deliberately combine 
several of these modes rather than promoting any sin-
gle silver bullet solution. Security governance can be ori-
ented by risk or by precaution. A risk-based approach 
ties responsibility to foreseeable outcomes and depends 
on the accuracy of assessments about anticipated attack-
ers; a precaution-based approach ties responsibility to 
an actor’s position in the system and to the vulnera-
bilities within it: what needs to be protected is more 
essential than knowing from whom it must be protected. 
This report’s recognition of enablers of cyber incidents 
and the under-governed DER layer follows the precau-
tionary orientation. A central analytical question fol-
lows directly from this orientation: given the substantial 

differences between regions in regulatory architecture, 
enforcement capacity, and DER penetration, should gov-
ernance recommendations be regionalised, or are the 
fundamentals of cybersecurity governance essentially 
region-neutral, making local variation a matter of imple-
mentation rather than design? Our answer is: both, but 
at different levels. A defined set of technical and organ-
isational practices functions the same way regardless of 
region, because it responds to properties of the technol-
ogy itself rather than to local institutions — zero-trust 
architecture, secure-by-design procurement, compo-
nent inventories, and time-bound incident reporting 
(NIST, 2020; NIST, 2022). At the diplomatic level, the 
2015 UN Group of Governmental Experts established 
voluntary norms of responsible state behaviour covering 
critical infrastructure protection, supply-chain integrity, 
and CERT non-interference (UN GGE, 2015); the July 
2025 UN Open-Ended Working Group reaffirmed these 
norms and established a permanent Global Mechanism 
for cyber capacity-building (UN OEWG, 2025). These 
technical standards and diplomatic norms are univer-
sal in the sense that they represent settled expectations; 
they are not universal in the sense of being self-enforc-
ing. What differs across regions are the elements of gov-
ernance architecture including enforcement capacity, 
institutional trust, the maturity of distribution- and 
DER-level oversight, and the availability of financing 
and a specialised workforce.

The CISA Cross-Sector Cybersecurity Performance Goals 
2.0, released in December 2025 and aligned to the NIST 
Cybersecurity Framework 2.0, organise governance-rel-
evant practices across six functions: Govern (leadership 
accountability, risk management strategy, policy devel-
opment, roles and responsibilities, and supply-chain 
oversight); Identify (asset management and risk assess-
ment); Protect (access control, secure-by-design, and data 
security); Detect (continuous monitoring and anomaly 
detection); Respond (incident response planning and 
communications); and Recover (recovery planning and 
improvement) (CISA, 2025). The DCAF Guide to Good 
Governance in Cybersecurity frames the same terrain 
through the lens of democratic governance, emphasising 
effectiveness and efficiency, responsiveness to the secu-
rity needs of all members of society, accountability and 
oversight (parliamentary, civil society, and independent 
expert), the rule of law and legal framework, stakeholder 
cooperation, operational capacities and resilience, and 
awareness and cyber hygiene (DCAF, 2021; DCAF, 2024). 
Together, these two frameworks yield six governance 
principles that this report uses to organise the regional 
and the governance gap analysis, namely (i) legal and pol-
icy framework; (ii) institutional authority and accounta-
bility; (iii) risk governance; (iv) operational capacity; (v) 
supply-chain and technology security; and (vi) stake-
holder cooperation and oversight.

>>
What needs to be protected 

is more essential than knowing 
from whom it must be protected

2	 The Emerging
	 Energy Sector Context
Decarbonisation is driving a move from centralised, 
fossil-fuelled generation towards diversified portfolios 
of wind, solar, storage, and distributed energy resources. 
Control of the electric energy system has shifted from a 
small number of large, physically secured facilities to a 
much larger number of smaller, software-defined, and 
often remotely managed assets. Investment patterns 
illustrate the scale of this shift: clean-energy investment 
exceeded USD 2 trillion globally in 2024, with digital-na-
tive assets forming an increasing share of new capacity in 
every region (IEA, 2025).

The concept of distributed energy resources covers a 
broad and growing category of assets: rooftop and small-
scale solar, behind-the-meter batteries, electric-vehicle 
chargers and vehicle batteries used for bidirectional flow, 
smart thermostats and other demand-response devices, 
small-scale wind and combined-heat-and-power units, 
and the smart meters and edge controllers that moni-
tor and communicate with all of the above. What these 
assets have in common is their position in the system at 

or beyond the customer meter, outside the perimeter that 
utilities have traditionally controlled directly.

This positional definition matches the one used by the 
International Energy Agency which defines DERs as 
“small-scale energy resources usually situated near sites 
of electricity use,” including rooftop solar, battery stor-
age, electric vehicles, and comparable behind-the-meter 
installations, and documents the pace at which they have 
moved from marginal to structural. Global annual photo-
voltaic additions grew from an estimated 145 GW in 2020 
to a record 602 GW in 2024, taking cumulative world-
wide installed photovoltaic (PV) energy capacity past the 
2,260 GW mark by the end of that year, a 29% year-on-
year increase with almost half of all PV capacity ever 
installed added in just the preceding three years, before 
a further estimated 510 GW was added in 2025, taking 
the global total to roughly 2,380 GW (IEA-PVPS, 2025; 
REN21, 2025; IRENA, 2026). China alone accounted for 
close to 60% of new installations in 2024, underscoring 
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how concentrated this growth remains even as it diver-
sifies geographically (REN21, 2025).

Bulk generation and transmission assets are over-
whelmingly owned and operated by regulated utili-
ties or licensed independent power producers, which 
makes them addressable through conventional regu-
latory instruments. DER units and systems are owned 
by households, commercial building operators, electric 
vehicle fleet managers, and third-party aggregators that 
contract with individual asset owners to bid combined 
capacity into markets as virtual power plants. A DER fleet 
is often technically dispatchable by an aggregator that has 
no direct regulatory relationship with the grid operator 
whose stability depends on that fleet behaving predicta-
bly. Furthermore, ownership diversity in particular makes 
DERs difficult to govern using instruments designed for 
a small number of large, regulated operators. Aggrega-
tors pooling small-scale resources and act on their own-
ers’ behalf in power markets and virtual power plants 
optimising networks of decentralised generation, storage, 
and flexible demand turns the historically one-directional 
flow between grid and consumer into a bidirectional one 
(IEA, 2022). 

The emerged DER layer sits in the regulatory perimeter, 
and who is accountable, and of what, varies by jurisdic-
tion and is frequently unresolved. The IEA points out a 
visibility gap, that regulators and system operators lack 
sufficient information on behind-the-meter resources and 
adequate monitoring of low-voltage distribution grids, 

many of which were designed for a twentieth-century sys-
tem in which the DER share was small (IEA, 2022). The 
IEA also identifies a structural misalignment of interests 
between citizen-operators and the broader systemic needs 
(IEA, 2022). Diversified ownership is likely to leave many 
devices and systems outdated and unpatched unless gov-
ernance and regulation would either penalise unwanted 
or reward wanted behaviour.

The IEA’s regulatory recommendations include 
that grid codes should be updated to require advanced 
inverter functions, specifically voltage and frequency 
ride-through and voltage regulation, as a condition 
of connection (IEA, 2022). The same connection-gate 
mechanism is the natural carrier for the authenticated 
device identity and secure-by-design requirements. 
Secondly, the roles and responsibilities of independent 
aggregators should be formally established as markets 
open to aggregated small-scale resources (IEA, 2022). 
Defining those roles for market participation without 
simultaneously defining the aggregator’s security obliga-
tions would repeat, now one layer up, the mistake made 
with the devices themselves.

The direction of DER growth is global but the pace, dom-
inant asset type, and institutional readiness to manage it 
vary. Regional and jurisdictional variations in DER pace, 
direction, and institutional capacity help to direct the 
emphasis of governance and the balance between univer-
sal and individualised cybersecurity approaches. Table 1 
summarises the variation at a high level.

Table 1: Indicative regional variation in the DER tendency

Table No 1. Indicative regional variation in the DER tendency. IEA (2022); IEA 
(2025); IEA-PVPS (2025); REN21 (2025); IRENA (2025); IRENA (2026); AFREC (2024); 
Inter-American Development Bank & OAS (2025). Author’s compilation.

REGION

Europe

North 
America

Asia-Pacific

Africa

Latin America 
& Caribbean

PRIMARY DER 
GROWTH DRIVER

Decarbonisation mandates, energy-
security policy since 2022, emerging 
data-centre load growth

Electrification of transport and 
buildings, data-centre load growth

Rapid renewables build-out, 
urban electrification

Electrification and affordability, 
leapfrogging centralised grid 
build-out

Renewable resource quality, 
distributed solar economics

DOMINANT DER TYPE

Rooftop solar, heat pumps, 
growing EV fleet

Behind-the-meter solar and storage, 
EV charging

Large-scale distributed solar,
inverter-based resources at scale

Mini-grids, solar-home systems, 
mobile-enabled energy services

Distributed solar, emerging storage

INSTITUTIONAL READINESS

Comparatively high; DER security 
increasingly folded into existing 
product and entity regulation

Uneven; strong at bulk level, 
immature for DER-specific oversight

Mixed; advanced in Australia and 
strengthening in China and India; 
ASEAN uneven; advanced pilots 
in some states, limited coverage 
in others

Early-stage; capacity still being 
built alongside deployment

Early-to-mixed; digital deployment 
outpacing regulatory coverage

3.1 Expanding Attack Surface

Operational technology (OT), the systems and pro-
cesses that operate directly with physical resources, dif-
fers from enterprise information technology (IT) in its 
requirements for real-time performance, safety, and con-
tinuity. Historically, OT has been protected mainly by 
physical and operational isolation by fences, walls, and 
strict access control. That isolation is disappearing as dis-
tributed generation, remote monitoring, cloud-based fleet 
management, and third-party maintenance access multi-
ply the connections between OT, enterprise IT, and exter-
nal networks. Increasing and integrating new means of 
connectivity, storage, and diversified systems means that 
each new connection point, telemetry path, and market 
interface becomes part of the sector’s trust boundary. 
Cybersecurity specialists need to be involved in inter-
connection projects from the outset, and cyber-physi-
cal risk review should be a formal gate before new assets 
are energised.

Whereas centralised segments of the sector, nuclear 
facilities, and bulk transmission, generally have strong, 
well-enforced control regimes, distribution-level infra-
structure, consumer-facing devices, and fleet-managed 
renewables generally do not. The practical effect is that the 
contemporary attack surface is defined less by the num-
ber of connected devices than by the implicitly trusted 
control relationships between operators, vendors, aggre-
gators, and customers.

Between 2010 and 2024, the energy sector was, after tele-
communications, the second most targeted sector in cyber 
operations (EuRepoC, 2026b). Roughly two-thirds of attrib-
uted operations against the energy sector in that period 
trace to three states: China, Russia, and Iran (CSIS, 2026). 
Energy-sector exposure is not a random by-product of gen-
eral cybercrime, but it concentrates where geopolitical con-
flict and thinly covered digital dependency intersect.

3	 The Cyber-Physical 
	 Threat Landscape
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There is good evidence that artificial intelligence is 
already increasing attacker productivity, accelerating 
malware development, and improving social-engineer-
ing effectiveness. There is much weaker evidence that 
autonomous, self-propagating, grid-disruptive AI mal-
ware has become an operational reality rather than a 
plausible future scenario. What can be claimed is that 
the speed and reach of intrusion campaigns are increas-
ing, which is itself sufficient reason for operators and 
defenders to move faster than current compliance cycles 
typically allow.

The number of affected organisations has grown, testify-
ing to the spill-over of effects across many smaller entities 
below the NIS2 definition of a large-scale incident. With-
out overwhelming or even triggering state response, the 
incidents cumulatively strain administrative and incident 
management capacity across sectors and borders, creat-
ing systemic pressure through persistent sub-threshold 

activity (EuRepoC, 2026a). Reporting regimes and crisis 
mechanisms calibrated to single severe events will sys-
tematically under-count a threat environment whose real 
weight lies in accumulation.

Attackers quite typically pursue operational or finan-
cial effect through administrative IT and distributed-edge 
systems, not through direct control-room or OT intru-
sion. Security investment concentrated on bulk transmis-
sion and generation, while under-resourcing distribution, 
billing, and DER-facing systems, leaves those segments 
vulnerable.

Table 2 exemplifies six recent incidents which targeted 
and affected the energy sector. Each incident illustrates a 
distinct tactic, technique and procedures, but in each, a 
digital intrusion and its first-order effects cause second- 
or third-order physical effects. The attributions noted 
for the two European cases follow the EuRepoC record 
(EuRepoC, 2026a).

Table 2: Illustrative cyber-physical incidents affecting energy 
infrastructure

Table No 2. Illustrative cyber-physical incidents affecting energy infrastructure. 
EuRepoC (2026a); EuRepoC (2026b); CSIS (2026); Dragos (2026). Author’s compilation.

REGION

Europe

Europe

North 
America

Latin 
America

Asia-Pacific

Africa

INCIDENT

Coordinated attack on Polish 
wind, solar, and CHP assets 
(Dec. 2025)

Seizure of Lake Risevatnet 
hydropower dam controls, 
Norway (Apr. 2025)

Volt Typhoon / Voltzite 
pre-positioning

Administrative-systems 
ransomware against PDVSA

Combined DDoS and 
intrusion campaign against 
Indian power-sector systems

Prepaid-token fraud against 
Eskom’s vending system

PRIMARY TARGET

30+ distributed generation 
sites

Hydropower dam control 
systems

U.S. electric utility 
(Littleton Electric)

Venezuela’s state oil 
company

Power grid and coalfield 
administration

South Africa’s national utility

MECHANISM

Coordinated intrusion into 
DER control pathways; 
December 2025 advisory 
links responsible proxy 
ecosystem to GRU unit 
74455 (Sandworm)

Remote takeover of 
operational controls by 
Z-Pentest, a proxy group 
founded by GRU-linked 
CARR members

Living-off-the-land 
persistence using legitimate 
admin tools for 300+ days

Ransomware targeting 
logistics and administrative 
systems during geopolitical 
tension

High-volume DDoS used to 
mask a separate intrusion 
campaign

Exploitation of vulnerabilities 
in the electricity-token 
vending platform

OPERATIONAL 
OUTCOME
Thwarted before systemic 
impact; assessed by 
EuRepoC as the first large-
scale coordinated operation 
against DERs across multiple 
sites simultaneously 
(EuRepoC, 2026a)

Floodgate valve opened 
at full capacity for hours 
before detection; direct 
cyber-to-physical effect 
(EuRepoC, 2026a)

No immediate disruption; 
exfiltration of network 
mapping data consistent 
with preparation for future 
disruption

Cargo operations halted 
without any direct attack on 
physical infrastructure

Prompted Japan and other 
regional states to review 
active cyber-defence 
postures

Estimated revenue loss 
in the billions of rand, 
degrading capacity for 
physical maintenance

3.2 A Threat Taxonomy
For the governance focus of this report, rather than focus-
ing on threat actors as such, cyber threats are classified by 
the architectural layer they target, the entry method used, 
the dependency exploited, the operational effect produced, 
and the actor’s capability to translate a cyber intrusion into 
a physical consequence. Drawing on the MITRE ATT&CK 
for ICS framework (MITRE, 2025), the current threat land-
scape divides into three tiers.

Credential thefts, exploitations of remote access and 
VPNs, ransomware, denial-of-service attacks, and “living-
off-the-land” persistence using legitimate administrative 
tools constitute a baseline cyber incident methodology. 
Industry monitoring recorded well over a hundred ran-
somware groups affecting thousands of industrial organ-
isations in 2025, with measurable operational disruption 
in many OT-related cases (KPMG, 2025; Dragos, 2026). 
Separately, sector threat-landscape analysis has consist-
ently ranked availability attacks and ransomware among 
the most significant categories affecting European energy 
entities (ENISA, 2024). Without necessarily directly tar-
geting industrial control systems, serious operational 
harm to energy systems can be caused by penetrations 
through and identity compromises on the business net-
work.

Cyber intrusions can thus transfer to and cause changes in 
administrative and physical system behaviour through pro-
tocol-aware manipulation of control traffic, and destructive 
activity targeting the communications pathways of distrib-
uted and edge assets alone. Distributed energy resources 
and microgrid fleets are increasingly treated by attackers 
as operational targets in their own right.

In April 2025, actors subsequently linked to Rus-
sian-aligned groups seized operational control of the 
Risevatnet hydropower dam in western Norway, open-
ing its water valve at full capacity for hours before the 
intrusion was detected, constituting a direct translation 
of cyber intrusion into physical effect on energy infra-

structure (EuRepoC, 2026a). In December 2025, Pol-
ish national energy infrastructure was targeted by what 
EuRepoC assesses as the first large-scale, coordinated 
cyber operation directed against distributed energy 
resources across multiple sites simultaneously. The attack 
was thwarted before achieving systemic impact, but its 
design confirmed that the DER layer is now treated by 
capable attackers as a coherent operational target rather 
than a collection of individually insignificant devices 
(EuRepoC, 2026a). The same dataset quantifies the trend 
where disruptive elements now feature in over 69% of 
operations attributed to Russian-origin actors, up from 
55% a year earlier, with the energy and transport sectors 
in Norway, France, and Poland absorbing the most sig-
nificant damage (EuRepoC, 2026a).

A joint advisory issued in December 2025 by the US, Euro-
pean and Five Eyes cybersecurity and cybercrime agencies 
formally linked the self-styled hacktivist collective CARR 
to Russian military intelligence unit 74455 (Sandworm) 
(FBI, 2025). The issuing agencies assessed that Z-Pentest, 
the group behind the Norwegian dam intrusion, was 
founded by CARR members, while NoName057(16), the 
most active threat actor in Europe, was established by a 
Kremlin-affiliated entity that funds its infrastructure 
and selects its targets (FBI, 2025; EuRepoC, 2026a). The 
UK National Cyber Security Centre has recorded a stark 
increase in threats to critical national infrastructure sys-
tems, with adversaries seeking outcomes ranging from 
financial gain and economic advantage to pre-positioning, 
espionage, and disruptive and destructive attacks; ransom-
ware remains the most immediate and disruptive threat to 
UK CNI, with state-linked groups now targeting indus-
trial control systems (HMG, 2026). The obfuscation of the 
boundary between state and non-state actors is a structural 
feature of the current threat environment. The governance 
lesson underlines that defensive baselines must be attacker 
label or flag neutral.

AI
 G

EN
ER

AT
ED
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An analysis of state-on-state cyber operations identifies 
three recurring enabling condition categories behind suc-
cessful cyber operations, only one of which is technical: 
infrastructure, technology and organisation; government, 
politics and law; and socio-cultural and human factors 
(Tikk, Hovhannisyan & Kerttunen, 2020). A governance 
strategy built to address only one type of enabler leaves 
other systemic vulnerabilities wide open.

Infrastructure, technology and organisation. Generic, 
undifferentiated security levels applied to high-value 
assets; reliance on obsolete equipment without upgrade 
paths; dependence on compromised or poorly secured 
third-party remote-access services; and lax patching and 
credential hygiene. In the energy sector this is precisely 
the mechanism behind the Polish incident, a compro-
mised VPN credential reaching protection-relay firm-
ware, and the pattern of unpatched, vendor-diverse DER 
hardware. 

Government, politics and law. Legal and policy frame-
works that lag behind the pace of technological change; 
unresolved questions of jurisdiction and responsibility; 
and inconsistent consequences for tolerated intrusion. 
In the energy sector this signifies the above-identified 
DER-aggregation governance gap, a dispatch layer that 
exists technically but has no clear regulatory home, as 

well as the enforcement-capacity gap, which will be dis-
cussed later.

Socio-cultural and human factors. DER ownership 
being spread across households, commercial building 
operators, and aggregators, typically equals low aware-
ness of cyber risk and a normalised tolerance of inci-
dents rather than active resistance to them. Accordingly, 
a governance framework aimed at generation and distri-
bution operators does not, on its own, reach that popu-
lation, even where the technical and legal strategies are 
fully implemented.

Table 3 maps the principal cyber risk against each digi-
talisation pillar; prioritisation should track where risk is 
concentrated.

Table 3: Digitalisation pillars and their principal cyber-physical trade-off

Table No 3. Digitalisation pillars and their principal cyber-physical trade-
off. ENISA (2024); Idaho National Laboratory (2026); MITRE (2025); Dragos (2026). 
Author’s compilation.

DIGITALISATION PILLAR

AI-driven load balancing

DER and IoT integration

Cloud-native OT / virtualisation

Predictive maintenance (digital twins)

Smart metering and demand response

PRINCIPAL OPERATIONAL BENEFIT

Reduced renewable curtailment; real-time 
frequency stabilisation

Full visibility of distributed assets

Lower hardware footprint; rapid software-
defined updates

Extended asset life; fewer unplanned 
outages

Optimised billing and peak-load 
management

PRINCIPAL CYBER-PHYSICAL RISK

Manipulated telemetry triggering 
unnecessary automated load shedding

Botnet-style exploitation of unpatched 
inverters and chargers

Loss of physical air-gap enabling lateral 
movement from IT to control systems

Exfiltration of digital-twin data as a blueprint 
for physical sabotage

Billing-system compromise and extortion 
targeting consumer data

4	 Compliance to Govern 
	 Distributed Diversity

4.1 Edge – Core Problematique
Distributed, software-controlled, and consumer-owned 
assets are populating the edge of a new energy system 
at a pace that existing governance frameworks were not 
designed to accommodate. Cyber incidents signify the 
tendency. The Polish December 2025 operation and the 
Norwegian dam seizure were not accidents of geogra-
phy, but deliberate targeting of the layer where regula-
tory oversight is weakest. The question this chapter firstly 
addresses is how compliance can be structured to govern 
that edge. Secondly, we turn attention to how obligations 
derived from those standards can be assigned to, verified 
across, and enforced upon a radically more diverse group 
of actors than the rather unified population for which 
compliance regimes were originally built.

The governance challenge is structural. In the bulk-
power system, compliance is tractable since a small num-
ber of large, licensed operators hold assets that regulators 
can identify, inspect, and sanction. The DER layer inverts 
every one of these conditions. Millions of devices are 
owned by actors who have no licensing relationship with 
a grid regulator, procured through retail channels from 
manufacturers across multiple jurisdictions, operated by 
individuals or aggregators whose security competence 
varies, and connected to distribution utilities without 
contractual authority over the devices themselves. A com-
pliance regime addressing this layer as if it were a smaller 
version of the bulk-system compliance regime will fail 
because the problem is not one of scale but of kind.

>>
A governance strategy 
built to address only 

one type of enabler leaves 
other systemic vulnerabilities 

wide open.



14 | CYBERWATCH FINLAND CYBERWATCH FINLAND | 15 

We argue for an approach which would clearly define 
compliance obligations; set tiered baseline requirements 
calibrated to the actor’s role and the asset’s systemic risk; 
design a verification architecture that does not presup-
pose an auditable professional operator at every point; 
and create an accountability structure assigning conse-
quences for non-compliance to the actor with the great-
est capacity to influence compliance, often the device or 
system owner at the edge of contemporary and asymmet-
ric energy ecosystem. 

The notions “edge” and “core” describe a structural 
rather than a physical relationship. The core, for pur-
poses of this report, is the set of systems whose security 
is already addressed by established compliance regimes: 
bulk transmission and generation subject to NERC CIP 
in North America; entities designated as operators of 
essential services under NIS2 in the EU; critical infor-
mation infrastructure under China’s Cybersecurity Law 
and similar national frameworks. The edge exists outside 
the defined perimeters. The boundary moves outward 
as DER penetration grows but the asymmetry remains 

between the core which is governed and the edge which 
is not.

The security consequence of this asymmetry is direct. 
The core energy system, serving a wider base of societal 
and industrial functions, can be targeted from the edge. 
For example, a compromised aggregator controlling a vir-
tual power plant can issue dispatch commands to tens of 
thousands of devices simultaneously producing a coor-
dinated load event that the grid operator sees as a physi-
cal disturbance without a visible cyber cause. The Polish 
December 2025 operation demonstrated that attackers 
already conceptualise the DER fleet as a coherent target, 
even a coherent vector. 

State cybersecurity strategies, critical infrastructure 
protection laws, and national security policies constitute 
the core’s governance layer at the political level. When 
DER assets are ungoverned at the edge, state critical infra-
structure becomes also exposed to politically motivated 
attacks. The 2020’s incident record shows this pattern 
already in operation. 

4.2 Standards as Foundations

International standards provide a technically sound 
foundation for DER compliance requirements. The chal-
lenge is their distribution across three distinct stakeholder 
groups — asset owners, system integrators, and compo-
nent manufacturers — and the absence of a governance 
mechanism that assigns and enforces obligations across 
all three simultaneously. Where standards exist, national 
regulation has typically required compliance for only one 
group, leaving the others unaddressed.

The IEC 62443 series is the primary international 
standard for industrial automation and control system 
security, and its stakeholder structure maps directly 
onto the DER actor ecosystem. IEC 62443-2-1 (revised 
2024) specifies security programme requirements for 
asset owners, organised around Security Programme 
Elements (SPEs) with a four-level maturity model (Ini-
tial, Managed, Defined, Improving) and explicit harmo-
nisation with ISO/IEC 27001 to avoid duplication (ISA, 
2025; IEC, 2026). IEC 62443-2-4 addresses the security 
requirements for system integrators, the entities, includ-
ing DER aggregators and installation companies, which 
design and commission energy systems on behalf of asset 
owners. IEC 62443-4-1 and 4-2 specify secure product 
development requirements for component manufactur-
ers, including inverter and smart meter producers. The 
standard’s Security Level framework, SL-1 (protection 
against casual or coincidental violation) through SL-4 
(protection against state-level attackers with extended 
resources), provides a risk-proportionate basis for tiering 
compliance obligations by asset criticality.

Three features of IEC 62443 are particularly relevant to 
the DER compliance problem. First, security is explicitly a 
shared responsibility across the supply chain, not a prob-
lem assigned solely to the operator at the end: the stand-
ard requires that manufacturers, integrators, and asset 
owners each discharge obligations appropriate to their 
role and their position in the system lifecycle. Second, the 
zone-and-conduit model — dividing a system into secu-
rity zones with defined communication conduits between 
them — provides a practical basis for treating the edge-
core boundary as a governed interface rather than an 
open connection. Third, the standard is sector-agnostic, 
designed as a horizontal baseline onto which sector-spe-
cific requirements can be layered, the layering relation-
ship this chapter’s compliance promotes.

NIST CSF 2.0, released in February 2024, adds a gov-
ernance architecture that IEC 62443 does not directly 
provide. The new Govern function establishes that an 
organisation’s cybersecurity risk management strat-
egy, expectations, and policy must be “established, com-
municated, and monitored” at the executive level, and 
that governance activities are critical for incorporating 

cybersecurity into broader enterprise risk management 
(NIST, 2024). The Govern function’s supply chain risk 
category explicitly requires organisations to audit their 
vendor ecosystems — directly addressing the DER hard-
ware procurement problem described in Chapter 2. The 
CISA Cross-Sector Cybersecurity Performance Goals 2.0, 
aligned to CSF 2.0, operationalise the Govern function for 
critical infrastructure owners through specific, measura-
ble outcomes rather than procedural requirements (CISA, 
2025). Together, IEC 62443 and NIST CSF 2.0 / CISA CPG 
2.0 cover the technical and organisational dimensions of 
a DER compliance baseline. What neither resolves is the 
question of regulatory authority, of mandate to require 
compliance from actors who currently have no licensing 
or regulatory relationship with the bodies administering 
these frameworks.

ISO/IEC 27001:2022 provides the third relevant layer: 
an information security management system (ISMS) 
standard that is widely certified, internationally recog-
nised, and explicitly harmonised with IEC 62443-2-1. 
For aggregators, virtual power plant operators, and other 
DER intermediaries that operate primarily as digital plat-
forms rather than physical infrastructure operators, ISO 
27001 certification provides a credible, auditable com-
pliance pathway. Several national frameworks, such as 
India’s CEA Guidelines and the EU’s NIS2, accept man-
agement-system certification as evidence of compliance 
with their substantive requirements, making ISO 27001 
a practical bridge between the DER platform layer and 
national regulatory obligations.

What the standards collectively leave open is the com-
pliance obligation for the individual device owner. Nei-
ther IEC 62443 nor NIST CSF 2.0 was designed for this 
citizen-operator. ISO 27001 certification is not realistic 
at this scale, either. The technical answer is to push com-
pliance obligations upstream to the manufacturer (via 
product standards such as the EU’s CRA), to the installer 
(via grid connection requirements), and to the aggregator 
(via market and licence conditions). This would ensure 
that individual devices are compliant by the time they are 
connected and without requiring the owner to be a com-
petent cybersecurity actor. Such secure-by-design princi-
ple requires a regulatory authority with jurisdiction over 
each of these upstream actors.

>>
In the bulk-power 
system, compliance 

is tractable since a 
small number of large, 
licensed operators hold 
assets that regulators 
can identify, inspect, 

and sanction.

>>
Where standards exist, national 

regulation has typically required 
compliance for only one group, 
leaving the others unaddressed.
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4.3 A Model Compliance Framework for the DER Layer The proposed logic finds support in emerging national 
practices. The UK Energy Sector Cyber Security Strat-
egy 2026 proposes Cyber Essentials as a baseline for all 
Ofgem licensees, explicitly extending compliance scope 
beyond existing NIS operators to entities previously out-
side the regulatory perimeter (HMG, 2026). The Cyber 
Security and Resilience Bill, introduced to Parliament 
in November 2025, would give UK regulators broader 
scope, stronger incident-reporting obligations, and a 
fuller enforcement toolkit, mirroring the EU legislative 
trajectory.

The most efficient point of intervention is upstream: 
a compliant device from a compliant manufacturer, 
installed by a compliant installer, connected through a 
compliant aggregator, achieves coverage without requir-
ing the citizen-operator to be a competent cybersecurity 
actor. The aggregator is the pivotal compliance node with 
both the technical access to the fleet and a commercial 
relationship which can carry regulatory obligations. The 
distribution system operator’s obligation is one of visibil-
ity, maintaining a verified inventory of connected DER 
assets and monitoring the grid-edge communications 
layer rather than direct security management of each 
device. Without this visibility, neither the distributed 
system operators nor any national authority can assess 
whether other actors, functions and levels are perform-
ing as required.

Pillar 2: Baseline Obligations 
— What Must Be Achieved

Baseline obligations should be outcome-specified rather 
than prescriptively technical. They can be calibrated to 
Security Level 2 of IEC 62443 (protection against inten-
tional violation using simple means) as the minimum 
floor for grid-connected DER assets, with higher Security 
Levels required for assets above defined capacity thresh-
olds or designated as high-impact under national CII 
frameworks. SL-2 is the appropriate floor because it cor-
responds to the threat pattern most frequently observed 
in the incident record: opportunistic attacks exploiting 
default credentials, unpatched firmware, and open remote 
access.

Manufacturers must demonstrate that devices shipped 
for grid connection are secure by default: no hardcoded 
credentials, firmware integrity verification, documented 
patch support lifecycle (minimum five years for grid-con-
nected devices), a Software Bill of Materials, and a vul-
nerability disclosure programme with defined response 
timelines. The EU Cyber Resilience Act, which enters its 
core compliance phase in 2026-2027, provides the most 
developed legal expression of these requirements for the 
EU market (European Commission, 2025). Where the 
CRA does not reach, for example, equipment procured 
outside EU market reach, development-bank financing 

conditions and grid-connection codes are the practical 
substitute.

Installers must apply a commissioning checklist as a con-
dition of grid-connection approval: removal of default 
credentials, firmware version verification against the 
manufacturer’s current release, network segmentation 
between the device and any domestic or commercial IT 
network, and registration of the device in the DSO’s flex-
ibility resource registry. The connection-gate mechanism 
is both the most powerful and the most underused com-
pliance lever in the current regulatory landscape. Extend-
ing it to include a minimum cybersecurity commissioning 
check requires no new regulatory authority in most juris-
dictions but only that an existing grid-code obligation be 
updated to include a cybersecurity condition.

Aggregators must maintain a security management 
system equivalent to ISO/IEC 27001 or a sector-specific 
equivalent, conduct an annual penetration test or secu-
rity assessment of their platform, maintain an inven-
tory of all connected devices with firmware version and 
patch status, and report significant incidents to the rel-
evant national CSIRT within the timelines specified in 
applicable national law. In short, compliance should be 
made a licence condition for aggregators.

Distribution system operators (DSO) must maintain a 
verified registry of all DER assets connected to their net-
work, implement anomaly detection on distribution-level 
communication flows, establish a clear incident escalation 
path to the national cybersecurity authority, and incor-
porate DER cybersecurity risk into their network risk 
assessments. The IEA’s flexibility resource registry rec-
ommendation serves both the market-integration and 
security-visibility functions simultaneously (IEA, 2022) 
as a registry which records asset identity, capacity, and 
connectivity also records the attack surface.

Pillar 3: Verification 
— How Compliance Is Assessed

Verification architecture must match the diversity of 
the actor population. For manufacturers, product certi-
fication against IEC 62443-4-2 or an equivalent national 
product standard, conducted by an accredited third-party 
laboratory, provides the verification mechanism. The EU’s 
CRA conformity assessment regime is the most mature 
expression of this. Where product certification is not yet 
required, market surveillance authorities can use sam-
pling-based post-market testing by drawing devices from 
retail channels and testing against the baseline.

For installers, the connection-gate commissioning check 
is itself the verification event. The DSO or grid authority 
approving the connection confirms that the commission-
ing checklist has been completed and records the result 

Drawing on the principles of governance and the stand-
ards reviewed above, we model a compliance framework 
organised around four pillars, or: aspects,scope, baseline 
obligations, verification, and accountability. The frame-
work produces a governance architecture for assigning 
and enforcing compliance with those standards across 
the diverse actor population of the DER layer. Each pil-
lar addresses one of the structural conditions that makes 
DER compliance harder than bulk-system compliance. 
Together, the pillars constitute a minimum viable com-
pliance architecture, maybe even a norm, for any juris-
diction seeking to close the edge-core gap.

Pillar 1: Scope — Who Must Comply

Compliance obligations for the DER layer must be 
assigned by actor role and capacity to ensure security 
and not automatically by asset ownership. The following 
role taxonomy, derived from the IEC 62443 stakeholder 
model and the aggregator frameworks emerging in EU 
and Australian regulation, provides a tractable basis for 
scope definition.

Table 4: DER compliance scope by actor role

Table No 4. DER compliance scope by actor role. IEC (2026); ISA (2025); NIST 
(2024); CISA (2025); European Commission (2025); European Union (2026); Australian 
Government (2024); Central Electricity Authority (2021). Author’s compilation.

ACTOR ROLE

Component 
manufacturer

System integrator / 
installer

Aggregator / Virtual 
Power Plant operator 
(VPP)

Distribution system 
operator (DSO)

Individual asset 
owner

EXAMPLES

Inverter OEM, smart 
meter supplier, EV 
charger manufacturer

DER installer, energy 
service company, 
microgrid developer

DER aggregator, virtual 
power plant operator, 
demand-response 
provider

Electricity distribution 
utility, cooperative, 
municipal utility

Household, SME, 
building owner with 
behind-the-meter DER

PRIMARY 
COMPLIANCE 
BASIS
IEC 62443-4-1/4-2; 
EU Cyber Resilience Act; 
national product safety 
law

IEC 62443-2-4; grid 
connection code 
requirements; licence 
conditions

IEC 62443-2-1; 
ISO/IEC 27001; 
NIS2 (EU); CEA 
Guidelines (India); 
SOCI Act (Australia)

Sector-specific 
national regulation; 
NIS2 (EU); NERC CIP 
where applicable 
(North America)

Relies on upstream 
compliance; minimum 
awareness obligation at 
point of connection

OBLIGATION 
LEVEL

Product: secure-by-
design, SBOM, patch 
support commitment, 
vulnerability disclosure

Installation: 
authenticated device 
commissioning, default 
credential removal, 
network segmentation 
at connection point

Platform: ISO 27001 
or equivalent ISMS; 
platform security 
assessment; incident 
reporting to CSIRT; 
supply-chain vendor 
vetting

Network: asset inventory 
for all DER connections; 
monitoring of grid-edge 
communications; incident 
notification to TSO and 
national authority

Baseline: relies on secure-
by-design devices and 
compliant installation; 
minimum obligation: 
follow installer baseline 
notice; report outages 
to DSO

REGULATOR WITH 
JURISDICTION

Product/market regulator; 
customs and standards 
authority

Distribution system 
operator (connection 
gate); licensing authority

Energy regulator; national 
cybersecurity authority 
(NIS2 or equivalent)

National energy 
regulator; national 
cybersecurity authority

No direct regulator 
outside basic cyber 
hygiene; compliance 
primarily achieved 
through upstream 
activities
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in the flexibility resource registry. For aggregators, third-
party audit against ISO/IEC 27001 or equivalent provides 
annual verification. Incident reporting data also functions 
as a continuous, risk-proportionate verification mecha-
nism: an aggregator that reports incidents demonstrates 
operational awareness; one that never reports warrants 
closer scrutiny. The safe-harbour model, protecting good-
faith reporters from punitive use of reported information, 
is essential for this mechanism to function. For distribu-
tion system operators (DSO), the national energy regulator’s 
existing audit and inspection powers provide the verifica-
tion mechanism, extended to cover cybersecurity as a com-
ponent of the DSO’s operational licence obligations.

Pillar 4: Accountability 
— Consequences and the Assignment 
of Responsibility

Compliance without accountability remains aspira-
tional. Effective accountability for DER compliance 

requires two design choices that most current frameworks 
have not made. The first is to concentrate accountabil-
ity on the actors with the greatest capacity to influence 
compliance outcomes. An accountability regime impos-
ing the same obligations on all actors is neither equita-
ble nor efficient. The most productive regulatory design 
assigns accountability to the actor best placed to act, not 
to the actor closest to the individual device.

The second design choice is to make market access 
conditional on compliance. Licensing, market participa-
tion, and financing conditions are more effective levers for 
DER actors than penalty-based enforcement after the fact, 
because the populations involved are too diverse and too 
numerous for systematic ex post inspection. An aggrega-
tor that cannot demonstrate compliance loses its licence 
to participate in the energy market; a manufacturer whose 
products fail post-market testing loses CE marking and 
therefore EU market access. Development-bank financ-
ing conditions serve the equivalent function in jurisdic-
tions where domestic regulatory capacity is insufficient 
to impose market-access conditions directly.

The governance architecture through which the com-
pliance framework operates must also be specified. A 
central authority or office, within the energy ministry, 
the national cybersecurity authority, or shared between 
them by explicit agreement, plans, coordinates, steers, and 
supervises sector cybersecurity policy and its implemen-
tation. Implementation of mandated measures takes place 
at the technical or specialist level closest to the assets: 
utilities, distribution system operators (DSO), aggrega-
tors, and device certifiers. Tasks demanding wider scope 
or deeper specialisation, including sector CSIRT func-
tions, supply-chain verification, and cyber intelligence 
on energy-sector threats, are concentrated in a compe-
tent national agent rather than duplicated across opera-
tors. Relationships and the division of labour between the 
central authority, its agencies, and the private operators 
of critical energy services including DER aggregators are 
defined in binding and non-binding instruments: con-
tracts, licence conditions, agreements, and memoranda 
of understanding. Models of cooperation and interaction, 
covering information-sharing fora and platforms, agreed 
terms of reference, and principles of mutual and exter-
nal communication, are defined in advance, not impro-
vised during incidents. The implementation and efficiency 
of sector cybersecurity policy, and the performance of 
all designated actors are continuously monitored, annu-
ally reported, and audited in the same way as any other 
national policy area.

The choice between centralisation and decentralisation is 
not either-or but a matter of calibrated balance. Given the 
near-simultaneous appearance of harmful cyber effects 
across interconnected systems and the scarcity of skilled 
personnel, unqualified subsidiarity in incident manage-
ment can lead to unintended escalation; some functions 
must be centralised precisely so that distributed operators 
are not left to face sophisticated adversaries alone. We are, 
however, sceptical whether any single agency or unit can 
master the diversities and combination of cybersecurity 
and distributed energy resources; this reservation is built 
into the model above through the division between cen-
tral steering and distributed implementation. A central 
governing body exercises three distinct modes: fiduciary 
(financial discipline and oversight), strategic (aligning 
internal capability with external opportunity), and gen-
erative (framing the problems that drive policy). Govern-
ance is effective only when all three are present. A sector 
regulator that audits compliance but cannot frame emerg-
ing problems such as aggregation-layer risk is exercising 
one mode of three, and the gap will show precisely where 
the threat landscape is changing fastest.

Evaluation of the compliance framework should meas-
ure more than inputs (resources committed) and outputs 
(activities performed): it should measure outcomes, mean-
ing verifiable change in the sector’s security condition 
against politically agreed objectives. For the compliance 
framework proposed in this chapter, that means track-

ing movement in the exposure: the share of DERs with 
authenticated device identity, the proportion of aggrega-
tors inside the regulatory perimeter, verified supply-chain 
disclosure coverage, reporting rates under safe-harbour 
arrangements, and the share of new grid-connected assets 
that have passed a commissioning cybersecurity check. 
These are metrics which distinguish a compliance frame-
work that is producing security outcomes from one that 
is producing audit records.

The instrument mix: 
sticks, carrots, and sermons

Government has three classes of policy instruments 
available to move private-sector operators towards com-
pliance: authority-based mandates (“sticks”), incen-
tive-based measures (“carrots”), and information-based 
approaches (“sermons”). Each operates on a different 
behavioural mechanism, and effective implementation 
typically requires combinations rather than reliance on 
any single class (Auld et.al., 2010; Choi & Ghez, 2026). 
Mandates establish a floor below which performance can-
not legally fall, but they are costly to enforce across large, 
diverse actor populations, and produce organised-hy-
pocrisy dynamics when penalties make documented 
non-compliance cheaper than genuine compliance. 
Mandates are credible and necessary for manufacturers, 
aggregators, and DSOs as these populations are small 
enough to be systematically audited. Incentive-based 
instruments reach actors for whom compliance costs 
exceed their perceived security benefit, which describes 
most individual DER owners and many small installers. 
Development-bank financing conditions are the most 
powerful existing incentive instrument for DER compli-
ance in regions where domestic regulatory capacity is lim-
ited (Hiller, 2024). Information-based instruments, (such 
as guidance documents, sector advisories, threat-sharing 
platforms, training programmes) address the awareness 
and technical complexity barriers that research iden-
tifies as the primary obstacles for smaller operators. A 
2025 study of NIS2 compliance barriers found that lack 
of awareness, technical complexity, financial constraints, 
and regulatory uncertainty were the four principal bar-
riers for entities newly brought into regulatory scope 
(Adabara et al., 2024).

The capacity and 
harmonisation problems

Even where mandates, incentives, and information are all 
in place, organisations cannot comply with requirements 
they lack the technical personnel to understand and 
implement. The global cybersecurity workforce short-
fall is estimated at 3.4 million professionals, concentrated 
precisely in the sectors and regions where DER growth is 

4.4	From Framework to Practice: 
	 The Implementation Problem

Proposing a compliance framework is easier than imple-
menting one. A consistent finding in the academic and 
policy literature is that compliance-based cybersecurity 
strategies generate structural weaknesses even when for-
mally satisfied: organisations turn security into a set of 
discrete, auditable controls that can be implemented, doc-
umented, and certified without building actual resilience. 
Power (2007) named this pattern “organised hypocrisy” 
— the presence of formal structures and processes that 
satisfy external verification requirements while leaving 
operational exposure unchanged. Checklist compliance 
meets auditors and protects organisations against lia-
bility; it does not necessarily protect against adversaries 
(Adabara et al., 2024; Akinsola, 2025). 

A model compliance framework defined by scope, 
baselines, verification, and accountability is only as effec-
tive as the governance architecture that implements it. A 
designated authority must hold responsibility for the DER 
layer. The current fragmentation of regulatory authority 
among energy regulators, cybersecurity authorities, prod-
uct safety agencies, and market regulators means that no 
single body owns the DER compliance gap as a regula-
tory problem. The first governance condition for an effec-
tive compliance framework is assignment of authority to 
define, enforce, and report on DER compliance. Without 
this assignment, the framework exists as policy aspira-
tion rather than regulatory practice.

A national cybersecurity or energy security strat-
egy is the instrument that performs this codification 
at the political level. A strategy, properly understood, 
is more than a declaratory document: it is a balanced 
calculation which provides political guidance, chooses 
between policy options, prioritises objectives, allocates 
resources and responsibilities, legitimises the chosen 
direction, and informs domestic and international audi-
ences (Kerttunen & Tikk, 2019). A jurisdiction with-
out a current, implemented strategy, or one that never 
resolved who is responsible for the distribution and DER 
layer, exhibits the legal-political enabling condition 
in its purest form: unallocated responsibility, lagging 
frameworks, and no authoritative statement of priori-
ties against which performance can be audited. Within 
the EU, adopting a national cybersecurity strategy is a 
legal obligation under NIS2 (European Union, 2026). A 
strategy is contingent and must be tailored to the politi-
cal, operational, financial, and technological realities of 
the jurisdiction; standardised, checklist-driven strate-
gies imported wholesale contradict the very nature of 
strategy, and the mastery of strategy lies in optimal allo-
cation rather than maximal pursuit (Kerttunen & Tikk, 
2019). ENISA’s National Capabilities Assessment Frame-
work offers a ready-made instrument for the maturity 
self-assessment that strategy development and lifecycle 
review require (ENISA, 2023).
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fastest (Adabara et al., 2024). The UK Energy Sector Cyber 
Security Strategy 2026 names this challenge directly: the 
UK faces a significant shortage of professionals with the 
required combination of cyber and engineering skills, 
with an insufficient number of security-cleared industry 
staff (HMG, 2026). This combined cyber-and-OT com-
petence gap is not a UK-specific phenomenon; it is the 
workforce dimension of the structural problem the com-
pliance framework must work around.

The design responses able to address the workforce 
issue include shared regional compliance support cen-
tres that pool assessment and advisory functions across 
multiple operators, tiered safe-harbour protections for 
operators demonstrating active engagement with a rec-
ognised compliance pathway during a defined transition 
period, and development of a commercial certification 
market so that compliance services are available at scale 
beyond what regulators can provide alone. A parallel 
structural barrier is regulatory fragmentation. For exam-
ple, a 2025 US GAO report found that federal agencies 
have made limited progress in harmonising cybersecu-
rity regulations, with industry representatives report-
ing that overlapping requirements consume resources 
that would otherwise fund actual security improvement 
(GAO, 2025). Our compliance framework is outlined to 
be harmonisation-compatible. It specifies requirements 
for qualitatively different actors and the defined outcome 
levels allow different jurisdictions to map their existing 

instruments to the same framework without requiring 
identical technical specifications.

The lifecycle problem

Compliance tends to be treated as a state of affairs rather 
than a continuing process. Academic analysis consist-
ently finds that organisations achieving certification at a 
point in time experience security degradation as threats 
evolve and systems age without corresponding obligation 
to update (Adabara et al., 2024). For the DER layer, e.g. 
inverters, smart meters, and EV chargers installed to the 
security baseline of 2024 will, without ongoing obligation, 
be running unpatched firmware on known-vulnerable con-
figurations by 2028. Lifecycle compliance requires instru-
ments that most current frameworks do not yet deploy: 
mandatory patch-deployment timelines for grid-connected 
devices, verified at the point of connection; periodic re-at-
testation for aggregator platform certifications rather than 
one-time certification; and scheduled regulatory review 
cycles that update baseline obligations as the threat land-
scape evolves, rather than leaving organisations to comply 
indefinitely with a standard written for the threat environ-
ment of its promulgation year.

The IEC 62443-2-1 maturity model explicitly addresses 
the lifecycle issue by requiring the security programme 
at the ‘Improving’ level to include continuous monitor-
ing and systematic improvement.

Table 5: Model compliance framework — summary

Table No 5. Model compliance framework — summary. IEC (2026); ISA (2025); NIST 
(2024); CISA (2025); European Commission (2025); Australian Government (2024); IEA 
(2022); ENISA (2023). Author’s compilation.

PILLAR

Scope

Baseline 
obligations

Verification

Accounta-
bility

CORE QUESTION

Who must comply?

What must each actor 
achieve?

How is compliance assessed?

What follows 
non-compliance?

PRIMARY 
INSTRUMENT
Actor-role taxonomy 
(manufacturer / installer / 
aggregator / DSO / owner)

Outcome-specified 
requirements calibrated to 
IEC 62443 SL-2 as minimum 
floor

Differentiated by: product 
certification; connection-gate 
commissioning; third-party 
audit; regulatory licence 
audit

Market-access conditionality: 
loss of grid connection, 
market participation, CE 
marking, or financing access

KEY STANDARD/
REFERENCE
IEC 62443 stakeholder 
model; IEA flexibility registry

IEC 62443-2-1/2-4/4-1/4-2; 
NIST CSF 2.0 Govern; CISA 
CPG 2.0; ISO/IEC 27001

CRA conformity assessment; 
IEC 62443-4-2 certification; 
ISO 27001 audit; ENISA 
NCAF

EU CRA; SOCI PSOs 
(Australia); NIS2 supervisory 
powers; IDB/World Bank 
financing conditions

GOVERNANCE 
PRECONDITION
Designated authority with 
mandate across all actors 
(stakeholders)

Updated grid codes and 
market/licence conditions 
carrying baseline into 
regulatory obligation

Audit infrastructure and 
accredited assessment 
bodies; safe-harbour for 
incident reporting

Political decision to make 
market access conditional; 
resourcing of enforcement 
bodies

5	 Regional Governance Approaches
Public policy governance models differ by continent, 
region and jurisdiction. Historical legacies, political cul-
tures, objective realities such as geography, financial and 
human resources, and contemporary geopolitics condi-
tion immediate and long-term ambitions, the balance 
between binding and enforced regulations and voluntary 
and non-binding guidance, and the degree of centralisation 
and decentralisation. Political cultures, in particular, affect 

the roles and responsibilities of the state, the individual, 
and the private sector — a question of direct importance 
in designing governance for diversified energy resources. 
This chapter examines each region through the lens of the 
above-developed four-pillar compliance framework, ask-
ing how far the existing governance architecture advances 
or constrain the scope, baseline obligations, verification, 
and accountability of DER-layer compliance. 
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The EU is the legally most comprehensive model in 
this comparison, and the electricity sector is the clear-
est example of why: it is regulated by both a horizontal 
law and a sector-specific one. Assessed against the four 

compliance pillars, the EU has made the furthest pro-
gress of any jurisdiction examined, but significant gaps 
remain in defining scope and verification for the DER 
layer specifically.

5.1 European Union 5.2 United Kingdom

The United Kingdom, post-Brexit, operates outside 
the EU regulatory perimeter but on a convergent tra-
jectory. The NIS Regulations 2018 remain the primary 
regulatory lever for energy-sector cybersecurity. Ofgem 
and the Department for Energy Security and Net Zero 
jointly regulate Downstream Gas and Electricity under 
NIS. The Energy Sector Cyber Security Strategy 2026 
sets a four-year plan to expand scope across the whole 
energy system, raise baseline resilience through licence 
conditions and international standards, and build sup-

ply chain security assessment capability by end 2027, 
with critical suppliers designated by 2030 (HMG, 
2026). Assessed against the four compliance pillars: 
scope is currently limited to NIS operators but explic-
itly planned to expand to all Ofgem licensees; baselines 
will be extended through the CSRB and licence con-
ditions; verification is being strengthened through the 
Cyber Resilience Audit framework; and accountability 
gains a fuller enforcement toolkit under the CSRB sub-
ject to Royal Assent.

NIS2 classifies energy as a high-criticality sector, and the Network Code on 
Cybersecurity for cross-border electricity flows (NCCS, Commission Delegated 
Regulation (EU) 2024/1366) designates transmission and distribution operators as 
the primary compliance actors (European Commission, 2024; European Union, 
2026). The Cyber Resilience Act extends obligations to product manufacturers 
(European Commission, 2025). However, NIS2 entity obligations do not clearly 
reach aggregators operating virtual power plants across multiple member states 
unless they cross the thresholds that trigger “important entity” classification. 
Grid-connection codes do not yet universally require a cybersecurity 
commissioning check for installers either. The device owner has no direct 
regulatory obligation beyond the CRA’s product requirements.

NIS2 reporting timelines — 24-hour early warning, 72-hour incident notification, 
one-month final report — are defined and binding for entities in scope (European 
Union, 2026). The ECII asset classification under the NCCS introduces risk-
proportionate tiering (high-impact / critical-impact) for cross-border electricity 
assets, with heavier obligations at each tier (ACER, 2024). The CRA mandates 
secure-by-design and conformity assessment for connected digital products. 
Compliance with the NCCS can serve as evidence of NIS2 compliance and 
vice versa, a deliberate design choice to avoid duplicative audits. For assets and 
actors outside these perimeters — distribution-level DER hardware and smaller 
aggregators — the baseline obligations are advisory rather than binding.

The CRA conformity assessment regime provides the product certification 
mechanism. NIS2 establishes supervisory powers for national competent 
authorities to audit entities in scope. The NCCS requires designation of a national 
competent authority for the electricity sector by each member state by December 
2024 (European Commission, 2024). The main weakness is not the design of the 
verification instruments but their application: enforcement quality still depends 
on national implementation capacity and resourcing, producing uneven outcomes 
at member-state level — precisely the enforcement-capacity gap this report treats 
as regionally, not technically, determined.

NIS2 supervisory powers include fines of up to 2% of global annual turnover 
for important entities and 10 million euros for essential entities that fail to meet 
obligations. The CRA introduces market surveillance mechanisms with the 
power to withdraw CE marking. Supply-chain diversification is treated as both 
a cybersecurity and an industrial-policy tool through the Critical Raw Materials 
Act. The accountability gap is the aggregator and installer level below the NIS2 
essential-entity threshold: the path of consequence from a DER-layer incident 
back to a regulatory sanction is unclear for the majority of the new intermediary 
layer.

SCOPE

BASELINE 
OBLIGATIONS

VERIFICATION

ACCOUNTABILITY
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5.4 Asia-Pacific

The Asia-Pacific region presents the widest range of com-
pliance framework maturity in this comparison, from 

Australia’s advanced statutory model to the fragmented 
ASEAN sub-regional landscape. 

The Trump administration’s Cyber Strategy for America, released in March 
2026, sets a more assertive national posture while simultaneously signalling 
a lighter regulatory touch (White House, 2026). The deregulatory emphasis is 
consequential: the strategy calls for reducing compliance burdens and regulatory 
fragmentation, which cuts against the direction of mandatory, sector-specific 
rulemaking. The Cyber Incident Reporting for Critical Infrastructure Act 
(CIRCIA), enacted in 2022, would introduce cross-sector accountability through 
mandatory reporting timelines (72 hours for significant incidents, 24 hours for 
ransomware payments), but the final rule has been delayed to mid-2026 at the 
earliest (CISA, 2026). CISA itself has lost roughly one-third of its workforce 
since January 2025 and has undergone a reorganisation that narrows its mission, 
further constraining the enforcement agency at the moment the compliance gap is 
largest.

China’s CII designation regime, mandated by the 2021 State Council regulation 
implementing the 2016 Cybersecurity Law, extends to the energy sector and subjects 
designated operators to materially heavier obligations under the Multi-Level Protection 
Scheme (MLPS) than ordinary networks (State Council of the People’s Republic of 
China, 2021). The scope does not clearly reach individual DER device manufacturers or 
installers below the CII threshold. 

The Central Electricity Authority’s 2021 Guidelines mandated CISO appointments 
and 24-hour incident reporting for covered entities. The October 2025 draft CEA 
Regulations extend binding obligations to all entities operating OT infrastructure 
linked to the power system, i.e. generation, transmission, distribution, power exchanges, 
load dispatch centres, and ICT and control system vendors, materially broadening 
scope (Central Electricity Authority, 2021; 2025). 

The CSL 2026 amendments, effective 1 January 2026, increased penalty ceilings for CII 
operators tenfold, introduced personal liability for CISOs, broadened extraterritorial 
reach, and added AI governance provisions. The Measures on the Management of 
National Cybersecurity Incident Reporting, effective November 2025, tighten reporting 
timelines. 

The draft regulations mandate periodic security audits, mandatory incident reporting to 
CSIRT-Power within defined timelines, and specific OT asset protections representing 
the most extensive upgrade of India’s power-sector cybersecurity framework since the 
2021 guidelines. 

The Cyberspace Administration of China (CAC) carries oversight and enforcement 
functions; 2026 marks the first year of its new five-year cycle, characterised by a stated 
shift from monitoring to control. 

CSIRT-Power, established April 2023, provides the sector incident-response and 
verification function. The draft regulations require periodic audits. 

Enforcement is centralised and intensifying; personal liability for senior managers is the 
most significant accountability innovation in the 2026 amendments. The governance 
model is coherent and its trajectory clear, even if its logic with centralised classification, 
tiered technical mandates, and state-controlled information flows operates on premises 
that diverge from the frameworks examined elsewhere in this chapter.

Implementation will depend on enforcement capacity across a sector that spans 
hundreds of state and private utilities; the draft moves from guidance to binding 
obligation but the gap between legal obligation and operational enforcement remains 
significant. The trajectory is convergent with EU and international standards practice.

ACCOUNTABILITY
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NERC’s mandatory CIP standards apply only to Bulk Electric System (BES) assets, 
that is transmission facilities at 100 kV or above and generation aggregating 75 
MVA or more, representing roughly 10-20% of the physical grid asset base (Idaho 
National Laboratory, 2026). Even NERC’s Operations and Planning standards, 
which now extend to inverter-based resources of 20 MW or more, carry no 
corresponding CIP cybersecurity requirement, so a growing share of grid-
connected renewable capacity sits inside NERC’s reliability mandate but outside 
its cybersecurity one. Below the BES threshold, regulatory authority passes to 
the states, and the cooperative and municipal sector representing a large share 
of DER-connected distribution capacity falls largely outside PUC jurisdiction. 
Aggregators, VPP operators, and DER installers have no systematic federal 
cybersecurity compliance scope. The constitutional division between federal and 
state authority is the structural fact that conditions every other element of US 
energy-sector cybersecurity governance.

At the bulk level, NERC CIP standards provide detailed, enforceable technical 
obligations. The principal federal response at the distribution and DER level has 
been non-binding. For example, in February 2024, NARUC, funded by DOE’s 
CESER, published voluntary Cybersecurity Baselines for Electric Distribution 
Systems and DER, intended to give states a common starting point rather than a 
mandate (NARUC & U.S. Department of Energy, 2024). Whether individual states 
adopt them is discretionary, which clearly illustrates a technically sound baseline 
failing to close a governance gap because the institutional mechanism to enforce it 
is absent.

At the bulk level, NERC conducts mandatory compliance monitoring and 
enforcement against registered entities. Below the BES threshold, verification 
is state-dependent and inconsistent. No systematic product certification or 
connection-gate commissioning requirement exists for DER hardware.

SCOPE

BASELINE 
OBLIGATIONS

VERIFICATION

5.3 United States
The United States has no single federal cybersecurity regula-
tor for the energy sector. Responsibility is distributed across 
federal agencies, independent regulators, and fifty state juris-
dictions, each with its own statutory authority and enforce-

ment capacity. Assessed against the four compliance pillars, 
the US has strong baseline obligations and partial account-
ability at the bulk level, but has made minimal progress on 
the DER layer scope, verification, and accountability.
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5.5 Africa

At the sub-regional level, ASEAN presents a more fragmented picture. The ASEAN 
Power Grid, proposed in 1999 with a 2045 full-integration target, had reached 
approximately 7.7 GW of interconnection capacity across nine of eighteen priority 
projects by 2026, a gap attributed more to the absence of a dedicated multilateral 
coordinating institution than to any shortage of technical or financing ambition. An 
ASEAN Regional Computer Emergency Response Team (ASEAN CERT) was launched 
in 2025, fulfilling a commitment under the ASEAN Cybersecurity Cooperation 
Strategy 2021-2025. Its successor strategy for 2026-2030 focuses on cyber readiness 
and capacity-building (ASEAN, 2025). The APAEC 2026-2030 does not incorporate 
cybersecurity as a programme area, and the cybersecurity cooperation strategy 
addresses critical infrastructure only in general terms. Against the four pillars, ASEAN 
has no binding regional compliance scope, no harmonised baseline obligations, no 
cross-border verification mechanism, and no shared accountability structure. National 
frameworks vary from advanced (Singapore, Malaysia) to nascent.

ASEAN

The SOCI Act, substantially amended by the Enhanced Response and Prevention 
Act 2024, designates 11 critical infrastructure sectors including electricity 
generation, transmission, and distribution, with Systems of National Significance 
(SoNS) carrying the heaviest obligations. By late 2024, over 200 SoNS had been 
designated. The Cyber Security Act 2024 extended IoT security standards to 
consumer devices. The scope gap is the same as elsewhere: third-party DER 
aggregators and installers are not directly within the SOCI perimeter (Australian 
Government, 2023; 2024). 

Three core Positive Security Obligations apply to asset owners: risk management 
programme adoption, government access for incident response, and mandatory 
incident reporting. SoNS carry enhanced obligations including mandatory 
cybersecurity exercises and vulnerability assessments. Ransomware payment 
reporting is mandatory under the Cyber Security Act 2024.

CISC (Cyber and Infrastructure Security Centre, Department of Home Affairs) 
combines regulatory, coordination, and incident-response functions under a 
single authority, resolving the fragmentation between sector regulators and the 
national cybersecurity agency that characterises the US and, to a lesser degree, 
the EU. Parliamentary oversight through the Joint Committee on Intelligence and 
Security provides independent scrutiny. 

Market-access and licence conditionality exists for SOCI-designated entities; the 
2023-2030 Cyber Security Strategy, entering Horizon 2 (2026-2028), is broadening 
obligations towards the economy as a whole. The aggregation-layer gap, that is 
the security obligations of third-party DER operators and aggregators, remains 
unresolved.
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Africa’s compliance framework profile is defined by the 
distance between normative ambition and operational 
capacity. Against the four pillars, the continental and 

most national frameworks have made most progress on 
scope definition while baseline obligations, verification, 
and accountability remain largely undeveloped.

The primary accountability mechanism is development-bank financing 
conditions: the World Bank Mission 300 initiative and AfDB energy financing 
programmes carry implicit and sometimes explicit cybersecurity requirements 
as conditions of lending (World Bank, 2024; 2025). This is the most effective 
lever available given the absence of domestic enforcement capacity, but it reaches 
only development-bank-financed assets and only at the point of procurement. 
The structural constraint is not an absence of legal or normative ambition but a 
persistent gap between that ambition and the enforcement and technical capacity 
needed to act on it (AFREC, 2024). As security and development objectives align 
and can be mutually reinforcing, the African governance deficit is a concern not 
only for public cyber policy but for energy policy and economic governance more 
broadly.

ACCOUNTABILITY

The African Union’s Malabo Convention, in force June 2023, requires member 
states to identify sectors including energy as critical information infrastructure 
(African Union, 2014; 2023). Nigeria’s Cybercrimes Amendment Act 2024 and 
accompanying CNII Order 2024 designate specific systems in the energy sector as 
Critical National Information Infrastructure, establishing a Trusted Information 
Sharing Network. Kenya’s Critical Information Infrastructure Regulations 2024 
require continuous monitoring of designated energy systems. These represent 
genuine advances in scope definition at the national level; fewer than a third of 
AU states have ratified the Malabo Convention, and scope definition has not yet 
extended to the aggregators, installers, or manufacturers in any continental or 
most national frameworks (Ifeanyi-Ajufo, 2023).

Most African national frameworks specify obligations at the general principles 
level — designate, protect, report — without the outcome-specified, tiered 
baselines that the compliance model requires. Nigeria’s CNII Order requires 
compliance from designated stakeholders without specifying the technical 
baseline. Kenya’s CII Regulations require continuous monitoring without 
specifying what monitoring technology or outcome constitutes compliance. 
The critical gap is the DER hardware layer: African energy infrastructure, 
particularly the mini-grids, solar-home systems, and prepaid metering platforms 
that constitute the DER layer across much of the continent, is overwhelmingly 
procured from international vendors with no continent-specific security baseline 
requirement.

Most African member countries lack the essential IT infrastructure to investigate 
and prosecute cybercrime, pointing to a systematic shortfall in enforcement 
capacity that affects energy-sector cybersecurity as much as any other domain 
(INTERPOL, 2025). INTERPOL’s coordinated capacity-building operations 
remain the primary verification and enforcement mechanism at the continental 
level, supplementing national CSIRTs where they exist. Product certification 
infrastructure for DER hardware does not exist at the national level in most 
African jurisdictions.

SCOPE
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OBLIGATIONS

VERIFICATION
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5.6 Latin America & Caribbean

The region’s compliance framework profile has 
shifted since 2024. Chile’s Law 21.663 is the most oper-
ationally complete compliance framework for ener-
gy-sector cybersecurity in the region and a reference 

case for what a full four-pillar implementation looks 
like at national scale. Brazil signals intent to follow 
while the rest of the region remains at the early stages 
of defining scope.

5.7 Cross-Regional Synthesis

Chile’s ANCI fining powers and OVI regime represent the most complete 
Pillar 4 implementation in the region. Development banks remain the primary 
accountability lever for the rest of the region through lending conditions and 
technical assistance. Academic research on private-sector disclosure confirms that 
accountability without enforcement produces systematically low and unevenly 
distributed cybersecurity disclosure across the region (Ramírez et al., 2022). Brazil 
signals intent to close this gap through the pending law; whether it does so while 
maintaining the momentum of its energy digitalisation programme is the central 
governance question for the region’s largest economy.

ACCOUNTABILITY

Chile’s ANCI designated 915 Operators of Vital Importance in December 
2025, including 307 organisations in electricity generation, transmission, and 
distribution (Chile, 2024; ANCI, 2025). This is the most specific DER-adjacent 
scope definition in the region. The OVI regime does not yet clearly reach 
aggregators or DER installers as distinct compliance actors, and the individual 
device-owner relies on upstream obligations not yet systematically implemented. 
Brazil’s Bill No. 4752/2025 in the Senate would establish a National Cybersecurity 
Authority with standard-setting and scope-defining powers but as of mid-2026 it 
had not been enacted. Elsewhere, development banks exert more influence over 
cybersecurity scope than domestic regulation.

Chile’s OVI obligations of certified information security management systems, 
auditable business continuity plans, mandatory cybersecurity audits represent 
outcome-specified, verifiable requirements. The obligation is heavier than most 
EU member states apply below the NIS2 essential-entity threshold. Brazil’s 
ANEEL 2021 resolution sets minimum cybersecurity standards without the 
enforcement architecture Chile now provides. Elsewhere, obligations are advisory. 
Chile’s electricity sector had already been moving towards these obligations 
voluntarily before the law required them, as the 2021 CIGRE Chile industry 
master plan documented (CIGRE Chile, 2021), suggesting that domestic sector 
readiness is the precondition for effective baseline implementation.

Chile’s ANCI is not an advisory body but issues binding technical regulations, 
supervises OVIs, and can impose fines of up to 40,000 UTM for serious 
infractions. The sanctioning regime provides the verification and accountability 
mechanism that development-bank conditions cannot. Brazil alone accounts 
for as many ransomware and extortion incidents as the next five largest Latin 
American markets combined, a concentration of risk that the current verification-
free governance framework is not designed to address. The OAS-IDB 2025 
Cybersecurity Report finds that structural gaps in resources, talent development, 
and cross-sector coordination persist across 30 countries, with most of the 
region still without a current, implemented national strategy (Inter-American 
Development Bank & OAS, 2025).
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Mapped against the four compliance pillars, the 
regional analysis reveals a consistent pattern where gov-
ernance progress concentrates on scope definition for 
bulk actors while baseline obligations, verification, and 

accountability remain underdeveloped for the DER layer 
specifically. No jurisdiction has fully implemented all 
four pillars for the distributed edge. Table 6 summa-
rises the assessment.

Table 6: Compliance framework maturity by region and pillar

Table No 6. Compliance framework maturity by region and pillar. CISA (2025); DCAF 
(2021); DCAF (2024); European Union (2026); European Commission (2024; 2025); ACER 
(2024); White House (2026); CISA (2026); Idaho National Laboratory (2026); NARUC 
& U.S. Department of Energy (2024); State Council of the People’s Republic of 
China (2021); CAC (2025); Central Electricity Authority (2021; 2025); Australian 
Government (2023; 2024); ASEAN (2025); African Union (2014/2023); INTERPOL (2025); 
Nigeria (2024); Chile (2024); ANCI (2025); Inter-American Development Bank & OAS 
(2025). Author’s compilation.

REGION

European 
Union

United States

Asia-Pacific

Africa

Latin 
America & 
Caribbean

SCOPE

Strong for bulk and DSO; 
CRA reaches manufacturers; 
aggregators partially; absent 
for installers

Strong for BES; no systematic 
federal scope below BES; 
state variation; aggregators, 
installers, and manufacturers 
unsystematic

China: CII designation 
covers energy sector. India: 
draft 2025 regs extend to 
OT operators. Australia: 
SOCI covers generation/
transmission/distribution. 
ASEAN: national variation

Malabo Convention: energy 
as CII (principles only). 
Nigeria CNII Order 2024. 
Kenya CII Regs 2024. Most 
states: guidance only; 
no aggregator/installer/
manufacturer scope

Chile: 915 OVIs incl. 307 
electricity entities (Dec. 
2025). Brazil: pending law. 
Elsewhere: development-
bank scope only

BASELINE 
OBLIGATIONS
Strong for entities in scope; 
ECII tiering for cross-border 
assets; advisory below NIS2 
threshold

Mandatory at BES (NERC 
CIP); voluntary baselines for 
distribution/DER (NARUC 
2024); no federal mandate 
below BES

China: CSL 2026 tenfold 
penalties, personal liability. 
India: binding regs pending 
2026. Australia: PSOs + 
SoNS obligations. ASEAN: 
varies

Principles-level only for 
most states. Nigeria/Kenya: 
continuous monitoring 
obligations. No technical 
baseline for DER hardware

Chile: ISMS certification, 
audits, business continuity 
(binding). Brazil: ANEEL 
resolution (advisory-level). 
Elsewhere: advisory

VERIFICATION

CRA conformity assessment 
(T1); NIS2 supervisory audits 
(T3/T4); national competent 
authority variation

NERC compliance 
monitoring (BES only); 
no product certification 
or connection-gate 
requirement; CIRCIA 
verification pending

China: CAC enforcement 
intensifying (monitoring to 
control). India: CSIRT-Power 
+ periodic audits. Australia: 
CISC integrated authority; 
JCIS oversight. ASEAN: 
ASEAN CERT 2025, no 
energy-specific verification

Most states: insufficient IT 
infrastructure for verification. 
INTERPOL: capacity-building. 
No product certification or 
connection-gate mechanism

Chile: ANCI with binding 
powers and fining authority. 
Brazil: no verification 
mechanism. Elsewhere: IDB/
OAS capacity-building only

ACCOUNTABILITY

NIS2 fines; CRA market 
surveillance; supply-chain 
conditionality; aggregator/
installer accountability gap

NERC enforcement (BES); 
deregulatory federal posture 
(2026 Cyber Strategy); 
CIRCIA accountability 
pending; CISA capacity 
reduced

China: personal liability 
(CSL 2026). India: binding 
enforcement pending. 
Australia: licence conditions 
+ market access. ASEAN: 
no shared accountability 
mechanism

Development-bank financing 
conditions primary lever. 
Nigeria/Kenya fledgling 
national mechanisms. AU 
frameworks unenforced

Chile: ANCI fines up to 
40,000 UTM; market 
conditionality emerging. 
Brazil: no enacted authority. 
Elsewhere: development-
bank conditions only
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The most consistent regulatory gap across all regions 
concerns the aggregators. First, no jurisdiction has sys-
tematically made aggregator and VPP operator com-
pliance a condition of market access, even though 
the aggregator is the pivotal compliance node in the 
four-pillar model. Second, product certification for DER 
hardware exists only in the EU through the CRA, and 
even there it does not yet reach assets procured outside 
EU market channels. Third, the accountability mecha-
nisms that work, Chile’s ANCI fining powers, Austral-
ia’s SOCI licence conditions, the EU’s NIS2 supervisory 
sanctions, share a common design in which market 
access is conditioned on compliance, not retrospective 
penalty after an incident. The gaps documented above 
follow from the structural conditions that vary system-
atically across regions. Enforcement capacity determines 
whether a rule that exists on paper produces a differ-

ent real-world outcome than no rule at all. The EU’s 
member-state implementation gap and Africa’s enforce-
ment-lags-ambition pattern are both instances of the 
same condition, despite very different starting points. 
Institutional trust determines whether formal report-
ing obligations produce transparency or underreporting: 
where operators fear punitive use of disclosed informa-
tion, safe-harbour protections are a governance prereq-
uisite. Distribution- and DER-level maturity determines 
the regulatory and technical complexity of the compli-
ance problem. Regions with rapidly growing distrib-
uted generation need governance mechanisms that reach 
individual inverters, meters, and aggregators, a materi-
ally different problem from regulating a small number of 
large, licensed operators. Financing and workforce avail-
ability determines whether a technically sound baseline 
is practically achievable.

6	 Recommendations:
	 From Analysis to Action

The compliance framework in Chapter 4 and the 
regional assessment in Chapter 5 converge that the 
instruments needed to govern the DER edge exist, and 
the political decisions needed to require compliance 
with them have not been made in most jurisdictions. The 
strategic tasks below translate that finding into action-
able recommendations for three audiences: executives 
and operators, policymakers and regulators, and inves-
tors and financiers. Each strategic task states a goal, lines 
of action, and implementation measures. Each line of 
action is labelled [Universal] where it applies in essen-
tially the same form everywhere, or [Regional] where the 
substance must be adapted to local enforcement capac-

ity, institutional trust, or resourcing. The tasks corre-
spond directly to the four compliance pillars: Task 1 to 
Pillar 2 (baseline obligations), Task 2 to Pillars 1 and 3 
(scope and verification), Task 3 to Pillar 3 (verification 
of supply chains), and Task 4 to Pillar 4 (accountability 
and enforcement capacity).

More governance, or governance described as more 
mature, does not automatically produce improved resil-
ience and security. Thoughtful and relevant govern-
ance does. The strategic tasks below do not constitute a 
maximum programme but identify the minimum via-
ble interventions that can close the identified edge-core 
compliance gap.
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Lines of Action
•	 [Universal] Require secure-by-design and default-authenti-

cated connectivity in procurement specifications for all new 
grid-connected equipment.

•	 [Universal] Mandate verifiable software and hardware bills of 
materials (SBOM/HBOM) for critical control-system compo-
nents.

•	 [Universal] Apply zero-trust authentication and network seg-
mentation to all IT/OT boundaries and remote-access pathways.

Implementation measures
•	 Reference an existing international standard, IEC 62443, ISO/

IEC 27019, or NIST SP 800-82, directly in procurement con-
tracts rather than drafting new bespoke requirements.

•	 Require vendors to disclose component provenance and 
patch-support timelines as a condition of contract award.

•	 Set a defined compliance date for new assets, with a longer, 
resourced transition period for legacy equipment rather than an 
unfunded mandate.

Lines of Action
•	 [Universal] Require component-level provenance disclosure for 

critical control-system hardware and firmware.
•	 [Regional] Where procurement leverage is limited (Africa, 

parts of Latin America and Southeast Asia), pool demand 
through regional procurement consortia or multilateral devel-
opment-bank financing conditions, since individual operators 
or governments may lack the market power to require disclo-
sure unilaterally.

•	 [Regional] Where procurement leverage already exists (EU, 
US), extend current supply-chain disclosure requirements to 
cover distribution-level and DER hardware, not only bulk-sys-
tem equipment.

Implementation measures
•	 Include supply-chain transparency clauses in develop-

ment-bank and multilateral financing agreements for energy 
infrastructure projects.

•	 Establish shared vendor-assessment registries at the regional 
level, so that verification cost is not duplicated by every individ-
ual operator.

•	 Require independent firmware audits for equipment sourced 
from jurisdictions where verification is otherwise difficult.

Lines of Action
•	 [Universal] Bring DER aggregators, EV-charging operators, and 

smart-meter platforms within the scope of existing cybersecu-
rity obligations, rather than leaving them outside the perimeter 
defined for bulk-system operators.

•	 [Regional] In jurisdictions with strong bulk-system enforce-
ment but weak distribution-level rules (notably North Amer-
ica), extend existing reliability-enforcement mechanisms 
downward to distribution and DER operators rather than creat-
ing a parallel, weaker regime.

•	 [Regional] In jurisdictions with rapid DER growth and limited 
existing oversight capacity (parts of Asia-Pacific, Africa, Latin 
America), prioritise a minimum viable baseline of authen-
ticated device identity and basic patching capability, rather 
than a comprehensive framework that cannot realistically be 
enforced at current capacity.

Implementation measures
•	 Require device-level cryptographic identity for new DERs and 

smart meters as a condition of grid connection.
•	 Establish a tiered compliance schedule scaled to operator size, 

so that baseline obligations do not fall disproportionately on 
smaller distribution utilities and cooperatives.

•	 Fund third-party or regulator-run device certification where 
individual operators lack the technical capacity to assess DER 
security themselves.

•	 Require aggregators and DER installers to provide individ-
ual device owners with a minimum cybersecurity-awareness 
notice at point of sale or connection, covering default-password 
change, update settings, and an incident-reporting contact, 
reaching the socio-cultural enabling condition that the other 
measures in this strategy do not.

TASK 1 
— ESTABLISH THE COMMON 

TECHNICAL FLOOR

Goal: Ensure that the baseline secu-
rity practices are in place across all new 
and, over time, existing energy infra-
structure, regardless of region. This 
task responds to the infrastructure, 
technology and organisation enabling 
condition: the undifferentiated secu-
rity levels, obsolete equipment, and 
lax patching that enable the majority 
of incidents in the current record. TASK 3 

— MAKE SUPPLY CHAINS 
AUDITABLE

Goal: Reduce exposure to hardware 
and firmware compromise introduced 
through multi-tier international supply 
chains. The regional analysis in Chapter 5 
shows that product certification for DER 
hardware exists only in the EU through 
the CRA and that no jurisdiction has 
systematically applied supply-chain 
verification below the bulk-system asset 
level. The four compliance gaps identi-
fied in the previous chapter are mutu-
ally reinforcing: fragmented standards 
make supply-chain verification harder, 
inconsistent reporting obscures the true 
scale of DER-level exposure, and weak 
DER oversight increases the consequence 
of any single supply-chain compro-
mise. Addressing supply-chain opacity 
addresses the interaction.

TASK 2 
— CLOSE THE DISTRIBUTION 

AND DER GAP

Goal: Extend meaningful oversight to 
distribution-level infrastructure and 
distributed energy resources, the most 
consistently under-governed segment 
across all regions (Chapter 5, Table 6). 
This task responds to the scope and 
verification gaps in the compliance 
framework: the aggregators who sit 
inside the grid’s trust boundary but 
outside its regulatory perimeter.

Table 7: Recommendation overview

Table No 7. Recommendation overview. Author’s compilation.

TASK

1. Common 
technical floor

2. Close the 
distribution/DER 
gap

3. Auditable 
supply chains

4. Enforcement and 
reporting capacity

GOAL

Baseline secure-by-design, 
SBOM/HBOM, and zero-trust 
practice in place everywhere

Extend oversight to the most 
under-governed and fastest-
growing segment

Verifiable component 
provenance for critical 
hardware and firmware

Match institutional capacity 
to policy ambition

PRIMARILY UNIVERSAL
OR REGIONAL
Universal

Mixed, regionally sequenced

Mixed, regional financing 
routes

Predominantly regional

COMPLIANCE PILLAR AND ENABLING
CONDITION ADDRESSED
Pillar 2 (baseline obligations); Infra / tech / org

Pillar 1 (scope); Pillar 3 (verification); Infra / org; 
socio-cultural (partial)

Pillar 3 (verification); Pillar 4 (accountability); Infra / 
tech; gov / legal (capacity)

Pillar 4 (accountability); Gov / politics / law



34 | CYBERWATCH FINLAND CYBERWATCH FINLAND | 35 

Lines of Action
•	 [Regional] Where policy design is strong but national-level 

enforcement is uneven (EU), prioritise funding and mandate 
for national supervisory authorities and cross-border inci-
dent-response coordination, rather than further central rule-
making.

•	 [Regional] Where reliability enforcement is strong, but distri-
bution/DER enforcement is fragmented across jurisdictions 
(US), pursue harmonisation across states through incen-
tive-based mechanisms rather than relying solely on federal 
mandate, given the limits of federal authority below the bulk-
power threshold.

•	 [Regional] Where enforcement capacity is still developing 
alongside electrification (Africa, parts of Asia-Pacific, parts of 
Latin America), use donor and development-bank financing 
explicitly to build regulatory and technical capacity, not only 
physical infrastructure, and to structure financing conditions 
to require this.

•	 [Universal] Replace purely punitive incident-reporting regimes 
with a safe-harbour approach that protects operators who 
report promptly and in good faith, to address the trust gap doc-
umented across multiple regions in Chapter 5 without weaken-
ing reporting obligations themselves.

•	 [Universal] Improve political oversight of sector cybersecurity: 
incorporate energy-sector cyber governance into the agendas of 
relevant parliamentary committees and into national exercises 
and raise the competence of legislative staff on sector cyberse-
curity policy, so that oversight capacity grows alongside execu-
tive capacity.

•	 [Universal] Codify the sector’s cybersecurity governance in strat-
egy: adopt, or update, a national cybersecurity strategy and, 
where the energy transition warrants it, a dedicated energy-sec-
tor security strategy aligned with it, explicitly covering the distri-
bution and DER layer that most existing strategies predate.

Implementation measures
•	 Set multi-year funding commitments for national and regional 

cybersecurity supervisory bodies, rather than one-off grants 
tied to individual projects.

•	 Establish regional information-sharing bodies modelled on 
existing examples, such as the EU’s cross-border crisis coordi-
nation mechanisms, in regions that currently lack an equiva-
lent, and draw on the capacity-building track of the UN’s new 
Global Mechanism, launched following the 2025 conclusion of 
the Open-Ended Working Group, as a channel for cross-border 
support.

•	 Require development-bank financing for grid digitalisation to 
include a specified share allocated to regulatory and workforce 
capacity building, not solely to hardware and software procure-
ment.

•	 Before consolidating authority, complete the definitional 
groundwork that governance design requires, including agreed 
terms of reference; designation of the central office, the sector 
cybersecurity centre, and the core value-producers; mandates 
for rule-setting, steering, and communication; procedures for 
budgeting, information exchange, reporting, and evaluation; 
and any organisational or legal adjustments these require.

TASK 4 
— BUILD ENFORCEMENT 

AND REPORTING CAPACITY 
WHERE IT IS WEAKEST

Goal: Close the gap between the ambi-
tion of governance frameworks and 
the institutional capacity to enforce 
and sustain them. The cross-regional 
synthesis in Section 5.7 identified 
a consistent finding: the accounta-
bility mechanisms that work share 
a common design — market access 
conditioned on compliance, not retro-
spective penalty. This task responds to 
the government, politics and law ena-
bling condition and to Pillar 4 of the 
compliance framework.

•	 Build the strategy along recognised good-practice steps such 
as setting the vision, scope and priorities; take stock of existing 
policies and capabilities; develop a clear governance structure; 
identify and engage relevant actors; establish trusted informa-
tion-sharing mechanisms; develop contingency plans; organise 
exercises; and manage it as a lifecycle with scheduled evaluation 
and revision rather than as a one-off publication.

•	 Tailor the strategy to the jurisdiction rather than importing 
a standardised template. Prioritise the objectives that match 
national ambitions, concerns, and resources; align the cyberse-
curity strategy explicitly with energy, digital, and development 
policy; and schedule reviews frequent enough to keep pace with 
the technological change.
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Implementation: From Decision 
to Practice

The strategic tasks above state what should be done. 
Experience from jurisdictions that have moved furthest 
shows that the distance between a regulatory decision and 
operational compliance is substantive. Most compliance 
frameworks fail in implementation due to insufficient 
attention to sequencing, the instrument mix, capacity 
building, and what to measure.

Sequencing matters. The strategic tasks are not of 
equal urgency or equal feasibility, and attempting to 
implement all four simultaneously stretches regula-
tory capacity and operator attention beyond what most 
jurisdictions can sustain. We recommend a three-phase 
sequencing based on the dependency structure of the 
pillars. Phase 1 (Scope and floor, 0-12 months): desig-
nate the responsible authority; define the actor-role tax-
onomy in national regulation; update grid-connection 
codes to include a cybersecurity commissioning check; 
publish the national DER compliance baseline aligned 
to IEC 62443 SL-2 or equivalent. These are regulatory 
design decisions, and they create the framework within 
which everything else can be verified and enforced. Phase 
2 (Verification infrastructure, 12-36 months): establish 
or designate the product certification body; launch the 
DER flexibility resource registry that doubles as the asset 
inventory for DSO oversight; initiate the aggregator audit 
programme under existing market participation author-
ity; publish the sector-specific implementation guide that 
translates baseline obligations into role-specific check-
lists. Phase 3 (Accountability and lifecycle, 36+ months): 
activate market-access conditionality for aggregators 
and manufacturers; set patch-deployment timelines and 
re-attestation cycles; integrate DER compliance into the 
energy regulator’s periodic licence audit; schedule the 
first regulatory review cycle.

The instrument mix must be explicit. Each line of 
action in the four tasks carries an implicit instrument 
type: mandates, incentives, or information. Mandates 
without accompanying information produce confusion; 
mandates without accompanying incentives produce 
non-compliance by actors who lack capacity to comply. 
For each strategic task, the regulator implementing it 
should ask: for which actors is a mandate alone sufficient? 

For which must it be paired with a grant, a tax credit, or 
a shared service? For which is a guidance document the 
primary instrument, because the actor population is too 
large or too resource-constrained for enforcement-based 
approaches to be credible? The device owner requires 
information instruments almost exclusively; the man-
ufacturer requires mandates backed by market surveil-
lance; the installer requires a mandate at the connection 
gate paired with a training and certification programme; 
the aggregator requires a mandate backed by market-ac-
cess conditionality; the DSO requires a mandate backed 
by the energy regulator’s existing licence enforcement 
powers.

Measuring implementation requires outcome met-
rics, not output metrics. A regulator that counts regula-
tions issued, audits completed, and guidance documents 
published is measuring its own activity, not the security 
condition of the sector. The metrics that distinguish a 
compliance regime that is producing security outcomes 
from one that is producing audit records are: the share 
of new grid-connected DER assets that have passed a 
commissioning cybersecurity check; the proportion of 
active aggregators that hold a current, verified platform 
security certification; the share of DSOs that maintain 
a complete, current DER asset inventory; the coverage 
of supply-chain transparency requirements across the 
hardware procurement base; and the incident report-
ing rate under safe-harbour arrangements as a proxy for 
institutional trust. These are the metrics on which the 
four strategies should be evaluated. A jurisdiction that 
cannot report against these metrics has not yet imple-
mented the compliance framework; it has adopted it on 
paper.

For executives and operators, the priority is Tasks 1 
and 2 in Phases 1 and 2 of the implementation sequence: 
building the technical floor and closing the DER gap 
are within direct organisational control and address the 
exposure most consistent with recent incidents. For pol-
icymakers and regulators, the priority is Task 4: enforce-
ment capacity determines whether the other strategies 
produce results in practice. For investors and financiers, 
the priority is Task 3: procurement leverage and financ-
ing conditions are the most direct tools available to influ-
ence supply-chain practice, particularly in regions where 
individual operators lack that leverage.

7	 Conclusion
This report began with two observations: energy sys-
tems are adding assets at the distributed edge faster than 
governance can follow, and this gap has been noticed by 
adversaries. The Polish December 2025 coordinated oper-
ation against thirty distributed generation sites and the 
Norwegian dam seizure indicate failures of compliance 
governance: actors at the edge of the system operating 
outside the regulatory perimeter of every framework 
designed to protect the core.

The four-pillar compliance framework developed in 
Chapter 4 — scope, baseline obligations, verification, 
and accountability — provides a governance architec-
ture for closing that gap. Its contribution is not a new 
standard; international standards already specify what 
secure-by-design, zero-trust, and supply-chain-verified 
energy infrastructure looks like. Its contribution is a 
structured answer to the question of who must comply, 
what they must do, how compliance is assessed, and what 
follows when it is not met. The framework is designed to 
be applied specifically to the DER actor ecosystem which 
existing frameworks were not designed to address.

Our regional assessment finds a consistent pattern of 
existing governance ambition exceeding governance 
implementation, and of a structural gap at the aggrega-
tor level. No jurisdiction has made aggregator and VPP 
compliance a condition of market access. Condition-
ing market access is the single most productive regu-
latory intervention available to jurisdictions that wish 
to improve DER cybersecurity without building a new 
enforcement apparatus. The aggregator already has a 
commercial relationship with both distribution system 
and transmission operators which carries mar-
ket access making a compliance condition 
a political priority question.

The implementation analy-
sis challenges the assumption 
that compliance frameworks 
produce security outcomes 
automatically. They do 
not. Compliance-based 
strategies that produce 
documented conform-
ity without operational 
security improvement 
are well-documented 
in the literature, organ-
ised hypocrisy in Pow-
er’s (2007) formulation. 
The DER context creates 
particularly fertile condi-
tions for that outcome with 

diverse actors, limited enforcement capacity, and an audit 
infrastructure that is easier to satisfy formally than sub-
stantively. The antidote is not more requirements but bet-
ter implementation design with the right instrument mix 
for each actor and operator, sequenced implementation 
that matches regulatory capacity, and outcome metrics 
that measure movement in the exposure rather than the 
volume of compliance activity.

The report’s analysis supports three normative conclu-
sions that, we argue, are not contested by the evidence 
and should not wait for further study. First, DER com-
pliance governance as a national question goes beyond 
a sector-regulatory one. Ungoverned DER assets at the 
edge expose state-level infrastructure to adversarial influ-
ence without triggering the thresholds at which national 
security and CIP frameworks activate. Policymakers who 
treat DER cybersecurity as a matter for energy regulators 
alone are underestimating the governance problem and 
the issue dynamics. Second, the compliance obligation for 
the aggregators should be a precondition of market access 
in every jurisdiction that has opened its energy market 
to aggregation. The legal authority to impose this con-
dition often exists. Third, development-bank financing 
for energy infrastructure should systematically include 
cybersecurity compliance conditions as a standard term 
and particularly for DER procurement in jurisdictions 
where domestic regulatory capacity cannot enforce the 
baseline independently.

The compliance framework and the four strategic 
tasks are not a checklist. A checklist satisfied without 
regard to the security condition it is meant to produce 

is precisely the organised hypocrisy that makes 
compliance a false proxy for resilience. 

What this report offers is an ana-
lytical structure, a way of diag-

nosing which elements of a 
compliance regime are pres-

ent, which are absent, and 
what governance deci-
sions are required to 
close the gap. The diag-
nosis differs by region, 
and the recommended 
interventions dif-
fer accordingly. What 
does not differ is the 
starting point: govern-

ance without substance 
remains aloof. The edge of 

the energy system is already 
a theatre of operations.
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LIST OF ABBREVIATIONS

ACER	 Agency for the Cooperation of Energy 
Regulators

AFREC	 African Energy Commission
AI	 Artificial Intelligence
ANCI	 Agencia Nacional de Ciberseguridad (Chile)
APAEC	 ASEAN Plan of Action for Energy 

Cooperation
ASEAN	 Association of Southeast Asian Nations
AU	 African Union
BES	 Bulk Electric System
CAC	 Cyberspace Administration of China
CARR	 CyberArmyofRussia_Reborn
CEA	 Central Electricity Authority (India)
CERT	 Computer Emergency Response Team
CESER	 Office of Cybersecurity, Energy Security, and 

Emergency Response (US DOE)
CHP	 Combined Heat and Power
CII	 Critical Information Infrastructure
CIP	 Critical Infrastructure Protection
CISA	 Cybersecurity and Infrastructure Security 

Agency (US)
CISC	 Cyber and Infrastructure Security Centre 

(Australia)
CISO	 Chief Information Security Officer
CNII	 Critical National Information Infrastructure 

(Nigeria)
CPG	 Cybersecurity Performance Goals (CISA)
CRA	 Cyber Resilience Act (EU)
CSIRT	 Computer Security Incident Response Team
CSIS 	 Center for Strategic and International 

Studies	
CSRB	 Cyber Security and Resilience Bill (UK)
DCAF	 Geneva Centre for Security Sector 

Governance
DER	 Distributed Energy Resource(s)
DOE	 Department of Energy (US)
DSO	 Distribution System Operator
ECII	 Electricity Cybersecurity Impact Index
ENISA	 European Union Agency for Cybersecurity
EU	 European Union
EuRepoC	 European Repository of Cyber Incidents
EV	 Electric Vehicle
FERC	 Federal Energy Regulatory Commission (US)
GAO	 Government Accountability Office (US)
GGE	 Group of Governmental Experts (UN)
GRU	 Main Directorate of the General Staff, 

Armed Forces of Russia
GW	 Gigawatt

HBOM	 Hardware Bill of Materials
HMG	 His/Her Majesty’s Government
ICS	 Industrial Control System
ICT	 Information and Communications 

Technology
IDB	 Inter-American Development Bank
IEA	 International Energy Agency
IEA-PVPS	 IEA Photovoltaic Power Systems Programme
IEC	 International Electrotechnical Commission
ISMS	 Information Security Management System
ISA	 International Society of Automation
ISO	 International Organization for 

Standardization
IT	 Information Technology
JCIS	 Joint Committee on Intelligence and 

Security (Australia)
KPMG	 KPMG International (professional services)
MLPS	 Multi-Level Protection Scheme (China)
MVA	 Megavolt-Ampere
MW	 Megawatt
NARUC	 National Association of Regulatory Utility 

Commissioners (US)
NCCS	 Network Code on Cybersecurity (EU)
NCIIPC	 National Critical Information Infrastructure 

Protection Centre (India)
NERC	 North American Electric Reliability 

Corporation
NIS2	 Network and Information Security Directive 

2 (EU)
NIST	 National Institute of Standards and 

Technology (US)
OAS	 Organization of American States
OEWG	 Open-Ended Working Group (UN)
OT	 Operational Technology
OVI	 Operator of Vital Importance (Chile)
PDVSA	 Petróleos de Venezuela, S.A.
PUC	 Public Utility Commission
PV	 Photovoltaic
SBOM	 Software Bill of Materials
SL	 Security Level (IEC 62443)
SOCI	 Security of Critical Infrastructure Act 

(Australia)
SoNS	 System of National Significance (Australia)
TSO	 Transmission System Operator
UN	 United Nations
US / USD	 United States / United States Dollar
VPN	 Virtual Private Network
VPP	 Virtual Power Plant

ANNEX 1:	 CYBERSECURITY GOVERNANCE
			   PRINCIPLES BY REGION

Table A1 maps regional cybersecurity governance 
against the six principles introduced in Chapter 1: (1) 
legal and policy framework; (2) institutional authority 
and accountability; (3) risk governance; (4) operational 
capacity; (5) supply-chain and technology security; and 
(6) stakeholder cooperation and oversight. The table is 
an indicative assessment; underlying data availabil-
ity and definitions vary by region, and within-region 
variation is understated by any single-cell summary. 
Sources: CISA (2025); DCAF (2021); DCAF (2024); Euro-

pean Union (2026); European Commission (2024; 2025); 
ACER (2024); White House (2026); CISA (2026); Idaho 
National Laboratory (2026); NARUC & U.S. Department 
of Energy (2024); State Council of the People’s Republic 
of China (2021); CAC (2025); Central Electricity Author-
ity (2021; 2025); Australian Government (2023; 2024); 
ASEAN (2025); African Union (2014/2023); INTER-
POL (2025); Nigeria (2024); Chile (2024); ANCI (2025); 
Inter-American Development Bank & OAS (2025). 
Author’s compilation.

REGION

European 
Union

United 
States

Asia-Pacific 
(hetero
geneous)

LEGAL AND
POLICY
FRAMEWORK

NIS2 (binding, 
horizontal); 
NCCS sector-
specific (2024); 
CRA product law 
(2025). Among 
the most legally 
comprehensive 
globally.

No comprehensive 
federal energy 
cybersecurity 
law. NERC CIP 
mandatory at 
BES level. CIRCIA 
cross-sector rule 
pending (delayed 
mid-2026). 2026 
Cyber Strategy 
deregulatory.

China: CSL 
2016 + 2026 
amendments. 
India: CEA 
Guidelines 2021; 
draft binding Regs 
2025. Australia: 
SOCI Act + ERP 
Act 2024 + Cyber 
Security Act 2024. 
ASEAN: no binding 
cross-border 
framework.

INSTITUTIONAL
AUTHORITY 
AND ACCOUNT-
ABILITY
National 
competent 
authorities per 
NIS2; ENISA; 
ACER for energy 
coordination. 
Enforcement 
quality varies by 
member state.

Fragmented: 
DOE/CESER 
(policy); FERC 
(bulk markets); 
CISA (cross-sector, 
capacity reduced 
~one-third since 
Jan. 2025); state 
PUCs (investor-
owned utilities). 
No single authority 
below BES.

China: CAC; 
CII-designating 
ministries. 
India: NCIIPC + 
CSIRT-Power + 
CEA. Australia: 
CISC (integrated 
authority). 
ASEAN: national 
authorities; 
no shared 
enforcement.

RISK 
GOVERNANCE

ECII asset 
classification (high-
impact/critical-
impact). Risk-based 
NIS2 tiering. 
Supply-chain risk 
in CRA and Critical 
Raw Materials Act.

NERC CIP risk-
based standards 
for BES (~10-
20% of grid). No 
systematic risk 
governance at 
distribution or 
DER level. NARUC 
voluntary baselines 
(2024) for 
guidance only.

China: MLPS + 
CII designation; 
monitoring-to-
control shift (2026 
cycle). India: CEA 
framework; 24h to 
NCIIPC. Australia: 
SoNS (200+ 
assets); mandatory 
risk management. 
ASEAN: no shared 
framework.

OPERATIONAL 
CAPACITY

NIS2: 24h/72h/1-
month reporting. 
ENISA CSIRT 
network. Cross-
border crisis 
coordination. NCCS 
energy-sector CERT 
functions.

CIRCIA reporting 
rule pending. Bulk-
level mandatory; 
distribution/
DER inconsistent. 
DOE CESER 
funds exercises 
and threat-
sharing. E-ISAC 
for information 
sharing.

China: tightened 
timelines (CAC 
Nov. 2025). India: 
CSIRT-Power (est. 
2023). Australia: 
SOCI mandatory 
reporting; 
SoNS exercises; 
ransomware 
reporting (Cyber 
Security Act 2024). 
ASEAN CERT 2025.

SUPPLY-
CHAIN AND 
TECHNOLOGY 
SECURITY
CRA: secure-by-
design mandate. 
Supply-chain 
diversification as 
industrial policy. 
NCCS provisions 
for cross-border 
assets.

NERC CIP-013 
supply-chain 
(bulk only). No 
equivalent for 
distribution or 
DER. Procurement 
leverage not yet 
applied below BES 
level.

China: CSL 2026 
supply-chain 
provisions. India: 
vendor disclosure 
in draft CEA Regs 
2025. Australia: 
SoNS obligations; 
IoT standards 
(Cyber Security 
Act 2024). ASEAN: 
limited.

STAKEHOLDER 
COOPERATION 
AND 
OVERSIGHT
ENISA multi-
stakeholder 
platform. NIS2 
public-private 
cooperation. 
ENTSO-E and 
EU DSO Entity. 
Parliamentary 
oversight (IMCO/
ITRE).

E-ISAC for bulk-
power sharing. 
NARUC/DOE 
public-private 
coordination. 
Congressional 
oversight 
fragmented. Trust 
in CISA reporting 
constrained by 
punitive framing.

China: centralised; 
limited 
independent 
oversight. India: 
parliamentary 
committees; CERT-
In coordination. 
Australia: JCIS 
oversight; 
CISC industry 
engagement; 
ASD threat-
sharing. ASEAN: 
no joint energy-
cybersecurity 
mechanism.
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REGION

Africa

Latin 
America & 
Caribbean

LEGAL AND
POLICY
FRAMEWORK

AU Malabo 
Convention in force 
June 2023 (fewer 
than one-third 
ratified). Nigeria: 
Cybercrimes 
Amendment Act 
2024 + CNII Order 
2024. Kenya: 
CII Regulations 
2024. Most states: 
guidance-only.

Chile: Law 
21.663 fully 
operational (ANCI 
Jan. 2025; 915 
OVIs designated 
Dec. 2025 incl. 
307 electricity 
entities). Brazil: 
Bill 4752/2025 
in Senate; ANEEL 
2021 resolution as 
interim. Elsewhere: 
development-
bank conditions 
dominant.

INSTITUTIONAL
AUTHORITY 
AND ACCOUNT-
ABILITY
No dedicated 
continental 
authority. Nigeria: 
NSA-led CNII 
coordination. 
Kenya: 
Communications 
Authority. Most 
states: no 
cybersecurity 
agency with 
energy-sector 
enforcement 
powers.

Chile: ANCI with 
binding powers, 
mandatory audits, 
fining authority (up 
to 40,000 UTM). 
Brazil: no enacted 
cybersecurity 
authority; ANEEL 
for energy. 
Most states: 
no designated 
authority with 
enforcement 
capacity.

RISK 
GOVERNANCE

Nigeria CNII Order 
2024: energy 
designated; 
Trusted 
Information 
Sharing Network. 
Kenya CII Regs: 
continuous 
monitoring. 
Most states: no 
systematic CII 
designation or 
risk-management 
mandate.

Chile OVI 
framework: 
mandatory risk 
management; 
audits; tiered 
obligations. Brazil: 
ANEEL resolution 
sets minimum 
standards without 
risk-based 
classification. 
Most of region: 
no systematic 
CII or DER risk 
governance.

OPERATIONAL 
CAPACITY

INTERPOL 
capacity-building 
operations. 
National CSIRTs 
where established; 
capacity thin. 
Incident reporting 
nascent outside 
national leaders. 
Energy-sector 
incident response 
very limited.

Chile: 3h early 
warning / 72h 
notification 
to national 
CSIRT. Brazil: 
no mandatory 
reporting enacted. 
Most states: 
inconsistent. IDB/
OAS as principal 
capacity provider. 
Energy-sector 
CSIRT functions 
absent across most 
of region.

SUPPLY-
CHAIN AND 
TECHNOLOGY 
SECURITY
DER hardware 
(mini-grids, solar-
home systems, 
prepaid meters) 
from international 
vendors via 
development-
bank channels. 
No continental 
or most national 
frameworks specify 
supply-chain 
baselines.

Chile: OVI supply-
chain obligations 
emerging. 
Elsewhere: 
development-bank 
lending conditions 
as principal 
supply-chain 
lever. No regional 
verification 
mechanism. DER 
hardware through 
retail channels 
without security 
baselines.

STAKEHOLDER 
COOPERATION 
AND 
OVERSIGHT
Development 
banks (World Bank, 
AfDB) as de facto 
governance levers. 
AU frameworks 
unenforced. Civil 
society limited. 
Parliamentary 
oversight nascent. 
INTERPOL as 
principal external 
coordination body.

IDB/OAS 
Cybersecurity 
Report (2025) as 
principal regional 
assessment. Chile: 
ANCI public-private 
consultation; 
parliamentary 
oversight. Brazil: 
multi-stakeholder 
consultation on 
pending law. 
Development 
banks most 
influential external 
actor.
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